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Abstract 

People have become victims in many cases which involve firearms such as Pistols, AR Rifles and many 

more. Various Preventions methods such as Banning High Capacity magazines, Installing metal detectors in public 

places and surveillance monitoring were implemented. Current monitoring and control systems still need human 

monitoring and intervention. This work introduces the automated automatic video acquisition system to videos 

suitable for both, targeting and viewing purposes. It accurately detects the weapons and alerts the authorities when a 

gun is detected in the Surveillance camera. We are converting this problem to finding the problem of nonlinear 

regression and solving it by constructing an integral data set.A description of how the system works along with 

results from accuracy tests are provided.We used a pre-trained model MobileNet architecture which provides high 

accuracy. 

Keywords:Deep CNN, Feature Extraction, Image Classification, Object Detection, Mobile Net model, 

Tensor flow, Transfer Learning. 

I.  INTRODUCTION  

 The crime caused by weapons are very high in many places especially in countries where the possession of 

guns is legal.Many people die or get wounded each year in events that involve firearms.Many suggestions have been 

made about to prevent firearm violence, mass shootings, and active attacks. Some include banning AR weapons, 

passing severe laws in states,  gun buyback programs hosted by police departments, banning high capacity 

magazines, metal detectors in public places.However, the problem with many of these ideas is the lack of research 

supporting the effectiveness of these methods The statistics reported by the United Nations Office on Drugs and 

Crime (UNODC) reveals that the numbers of crimes involving guns per 100,000 habitants are very high in many 

countries. Several studies show that access to guns greatly increases the likelihood of committing a violent behavior. 

One way to reduce this, is early detection of the guns.In particular,the solution is to provide surveillance or control 

of the cameras with an automatic manual detection system.Surveillance systems have been used to prevent situations 

involving gun violence[1]. Surveillance systems, such as Closed Circuit Televisions (CCTV), have been useful in 

fighting crime and have been regarded as one of the best tools in the security armory (Ainsworth, 2002; Dadashi, 

2008). However, the use of traditional surveillance systems is not perfect.  Overall, an improved method useful in 

preventing or mitigating attacks like the ones described above is needed in order to stop people from becoming 

victims in these attacks. This method also needs to be thoroughly tested to ensure that the system functions as 

intended when used in a real-world setting.  
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II. PROPOSED METHODOLOGY 

 

  Figure: 1.  Proposed Architecture 

A. Data Collection: 

Handgun Datasets from for all 3 approaches -https://sci2s.ugr.es/weapons-detection which is the website 

used for collecting the images. Collected 3000 images for object detection for YOLO , Faster RCNN and ssd 

mobileNet.  created 1751 annotated images out of those 3000 images for object detection. Gathered 3405 (795 guns/ 

2610 not guns) images for classification task using Transfer learning to reduce false positives. We also include 

ImageNet Database and COCO Dataset 

B. Preprocessing: 

In the preprocessing we have steps to be followed Augmentation (Shift & Flip),Resize(resize all images 

into 6.26 KB ), Rotate(straightening the image by rotating), Zoom(focusing into object) ,Gaussian Noise(reducing 

the noise from the image) 

C. Modelling: 

 Tensorflow is one of the most popular open source frameworks that allows building object detection 

models using its object discovery API. It uses models that were trained on composite objects such as animals and 

cars.  

The two main reasons for using ssd_mobilenet_v2_coco for this project is mentioned below.: 

1. Has a low inference time (31 ms) which will allow the model to run using a real time webcam feed. 

2. Has an acceptable mAP score (Think of mean Average Precision (mAP) as the accuracy score in object 

detection. 

1) Mobilnet Overview : 

MobileNets are low-power, low-latency and small models built to satisfy the resource constraints of the use 

cases.This model runs effectively in the mobile devices. This section describes the core architecture layer of 
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MobileNets. The MobileNet model is made on depth-wise distinguishable intricacies which happens to be a sort of 

factorized complexities that factorizes a typical complexity into a depth-wise complexity and a 1x1 complexity is 

termed as pointwise complexity.Later it applies a 1x1 complexity to add the outputs to the depth-wise complexity. 

Table - 1 

Performance comparison among object detection networks 

System VOC2007 test mAP FPS (Titan X) Number of Boxes Input resolution 

Faster R-CNN (VGG16) 73.2 7 ~6000 ~1000 x 600 

YOLO (customized) 63.2 45 98 448 x 448 

SSD300* (VGG16) 77.2 46 8732 300 x 300 

SSD512* (VGG16) 79.8 19 24654 512 x 512 

 

The depthwise distinguishable complexity separates into two layers, one for filtering and other for linking. 

By separating, it reduces the effect of time and the size of the model by greater.Figure-2 indicates diverse scenes of 

how a regular complexity 2(a) is factorized into a depthwise complexity 2(b) and a 1x1 pointwise complexity 2(c). 

The first layer is completely connected and used for applying a single filter on every input channel while pointwise 

convolution is used to form a linear combination of the output from the depthwise layer[6]. 

  

 Figure: 2 Standard convolution Filters 
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2) Transfer learning : 

Deep learning requires a large dataset to train which helps us to have precision in knowledge 

representation. The data-augmentation method helps to enlarge the datasets. It uses image transformation to avoid 

overfitting.  Followed by a Graphical Processing Unit (GPU) allowing computing resources to train a deep network. 

In real time, it is difficult and expensive.One of the solutions that reduce effort at this stage to utilize transfer 

learning, which provides a guaranteed solution for accurate classification with lesser training samples. Transfer 

learning is Artificial Intelligence (AI) technique to transfer knowledge from related domains. It is the ability of a 

system to use knowledge and improve the skills learned in previous tasks[5]. 

There are two approaches that can be used. Fine-Tuning and Feature extraction. These both items depend 

on target dataset size and its similarity with the source dataset: 

• Feature extraction: It consists of using the features of a pre-trained network to represent the images from 

new datasets. It is used to train a new classifier.  

• Fine-tuning: The fine-tuning of the pre-trained network is relevant when the target dataset is very large. It 

consists of unfreezing a few of the top layers of a frozen model-based used for feature extraction.  

D. Feature extraction approach : 

Object detection involves identifying an object and finding its place in the input image. The existing 

methods address the detection problem by reformulating it into a classification problem, they first train the classifier 

then during the detection process they run it on a number of input image fields using either a sliding window 

approach or region proposals approach. 

• Sliding window approach: It is a comprehensive method that looks at a large number of Windows, in 

sequence 104, from the input image. Scans the input image, at all locations within a window and runs the classifier 

at each one of the windows. The Histogram of Oriented Gradients (HOG) based model [15] uses a HOG descriptor 

for feature extraction to predict the object class in each window. The Deformable Parts Models (DPM) [4], which is 

an extension of HOG based model, uses (1) HOG descriptor to calculate low-level features, (2) a matching 

algorithm for deformable part-based models that uses the pictorial structures [4] and (3) a discriminative learning 

with latent variables (latent SVM). This model provides excellent pedestrian accuracy with speed of around 0.07fps 

and 14s / image. Accuracy obtained using fine clusters under the sliding window approach. 

• Region proposals approach: This approach selects actual candidate regions using detection proposal 

methods [15], instead of selecting all the possible windows of the image.The first diagnostic model that introduced 

CNNs under this approach is regional-based CNNs (R-CNN) . It generates 2000 bounding regions using selective 

search method, twists the regions into images of same size, followed by CNN-based classifier to extract the features, 

scores the regions using SVM method, then adjusts regions and eliminates duplicate by linear model and Non-Max 

Suppression. R-CNN provides excellent performance on PASCAL-VOC which is well aware of its speed of 40s / 

image. Faster R-CNN and later Faster R-CNN further improve the compactness, data access and disk utilization of 

R-CNN. Faster R-CNN has a speed of 0.5 f / s and 2s / image with Faster R-CNN around 7f / s and 140 ms / image. 
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III. IMPLEMENTATION 

Here we are using pictures of pistols. The original dataset was collected and labeled by the University of 

Granada in Spain. The dataset contains 3,000 pictures of guns in different positions, rotations, backgrounds etc,.. 

The guns are already labeled as well (not the best).The images and labels are taken from University of Granada 

research group. For this project, we are using the region proposals approach. The data contains 3000 images of guns 

(mostly handguns) in .jpg format and their appropriate labels/annotations.Choosing the images is the important part! 

Here are some tips that might help when collecting your images: 

1. Images with random objects in the background. 

2. Various background conditions; dark, light, in/outdoor, etc. 

A. Labeling Images: 

 Once  images are gathered, it’s time to label them. There are many tools that can help you with labeling 

your images. Perhaps, LabelImg is the most popular and easiest to use. figure:3. Labeling Images 

  

Figure: 3. Labeling Images 

B. Training Process: 

 We installed and ran Tensorboard on the Google Colab notebook to check how the model is behaving in 

real time. The training process took around 14 hours of training using the GPU provided by Google Colab. It  

included  of hyperparameters tuning such as: 

1. Image augmentation: randomly rotate, flip, resize, adjust color contrast any many more. 

2. Changing the learning rate 
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3. Adding some regularization such as drop out. 

C. Export the trained model: 

  By default, the model will save a checkpoint every 600 seconds while training up to 5 checkpoints. After that,  new 

files will be created,by deleting the old ones. After executing export_inference_graph.py to convert the model into a 

frozen frozen_inference_graph.pb model can be used for inference. This frozen model can’t be used further to 

resume training. However, saved_model.pb gets exported as well which can be used to resume training as it has all 

the weights. 

D. Webcam Inference: 

To use a webcam on a local machine to infer the model, one needs to have the following installed Tensorflow 1.15.0 

,cv2  4.1.2. One can run the following from a jupyter notebook or by creatinga.py file.However,change 

PATH_TO_FROZEN_GRAPH, PATH_TO_LABEL_MAP and NUM_CLASSES[7]. 

IV. RESULT AND DISCUSSION 

 Detecting objects from images and videos is a bit easier than in real-time. When we have a video or an 

image that we want to detect an object from, we don’t care much about the inference time the model might take to 

detect the object[2].  

 

  Figure 4: output image 1 

 

  Figure 5: output image 2 
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A. Comparative Analysis in terms of Speed: 

YOLO makes predictions with a single network evaluation due to which it is much faster than other object detection 

algorithms. It  has a limitation  that the YOLO algorithm struggles a lot with small objects within the image. After 

the yolo , SSD_mobilenet_v2_coco  gives better speed on the low configuration machine itself . 

Table -2 

Comparative Analysis in terms of speed 

 Model Speed of Detection 

Faster RCNN 300 ms 

Masked RCNN 350 ms 

YOLO 10 ms 

SSD_mobilenet_v2_coco 31 ms 

 

SSD_mobilenet_v2_coco has a low inference time (31 ms) which will allow our model to run using a real 

time webcam feed. 

B. Comparative Analysis in terms of Accuracy:    

In object detection, evaluation is non trivial, since there are two distinct tasks to measure: 

1. Determining if an object is present in the image (classification) 

2. Determining the position of the object (localization, a regression task). 

In addition, in a standard data set there will be many classes and their distribution is not uniform. It is also important 

to assess the risk of receiving inaccurate information. Therefore, there is a need to associate "confidence score" with 

each bounding box received and to evaluate the model at various levels of confidence. 

Table- 3 

Accuracy of the models 

Model Name Number of images Overall Accuracy(%) 

Faster RCNN 3000 87% 
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Masked RCNN 3000 82% 

YOLO 3000 95% 

SSD_Mobilnet_v2 3000 90% 

 

C.  Inferencing  the Trained model: 

 While training, Tensorboard offers live feedback on how the model is doing[10]. Perhaps, one of the most 

important ones to look for is Mean Average Precision (mAP).To understand mAP better, we need to know what 

Intersection Over Union(IOU) is: 

  

Figure 6: mean Average Precision calculation 

 Average precision(AP) is a standard performance measure used for ranked sets. Average Precision is 

defined as the average of the precision scores after each true positive The IOU will yield a percentage and depending 

on what we set our threshold to be, everything below that percentage is considered False Positive, and above it is 

considered True Positive. 

V. CONCLUSION AND FUTURE WORK 

 In the case of detecting guns to notify the police, we don’t care much about detecting exactly where the gun is 

located. Instead, we probably would optimize for both False Negative means not detecting a gun when there is one, 

True Negative means detecting a gun when there isn’t one. Further research is needed in order to determine the 

accuracy of the system in different environmental settings, such as low-light settings, as well as ensuring that the 

system can identify a variety of weapons. Reducing police response time is critical in situations where gun fire 

might occur. This project aims to reduce this response time by implementing a weapon detection method while 

using a live camera.Sometimes you can't call 911 for several minutes after an incident. Even though some further 

tests need to be done specifically to reduce false positives, this methodology could be a live savior for many people. 

This project can be generalized to work on many other industries and locations. For example, public parks, gas 

stations, banks, etc. 
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A. FUTURE WORK: 

·Real-Time implementation with YOLO. 

·      Unified loss metric(like Mean Average Precision) for all the three approaches 

·     Detecting categories of weapons , identifying fake from real ones and handheld guns using Pose 

and Human Key point Estimation.  

·      Ensemble techniques for detection combining Instance segmentation with Human Key point 

estimation 

·    Creating a model API and pushing it to real time deployment in a drone or CCTV using a 

Raspberry PI 

· Trying out RNN based approach for creating automated annotations(DEXTR and 

PolygonRNN++) using faster algorithms like MXNet or MobileNet for gun detection. 
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