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ABSTRACT: 

Encrypting data on the client-side before uploading it to cloud storage is essential for protecting users‟ privacy. 

However, client-side encryption is at odds with the standard practice of deduplication in cloud storage services. 

Deduplication of files on the storage servers has been well elucidated on various solutions, which used 

independent servers. A solution has been proposed considering client side encryption and server side 

deduplication and ensuring security while using a single server for the whole process. This solution was 

addressed at file level and had the notion to implement block level deduplication using the same deduplication 

protocol. We investigated the chances of implementing block level deduplication considering the single server 

file level deduplication scheme of the base protocol. We implemented and investigated this scenario and 

performed a rough comparison with the file level deduplication by simulation. Both the schemes seemed to be 

similar. We demonstrate that our scheme provides better security guarantees than previous efforts. We present 

the first secure cross-user deduplication scheme that supports client-side encryption without requiring any 

additional independent servers. Interestingly, the scheme is based on using a PAKE (password authenticated 

key exchange) protocol. 
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1.0 INTRODUCTION: 

Cloud storage is a service that enables people to store their data remotely with a storage 

provider. With a rapid growth in user base, storage providers tend to save storage costs via 

cross-user deduplication: if two clients want to upload the same file, the storage server 

detects the duplication and stores only a single copy. Deduplication can be achieved in 

different ways. Server side deduplication, Client side deduplication and Cross user 

deduplication are the ones, which are mostly used. In server side deduplication, the storage 

server takes care of the processing required for deduplication. The job client has to do is to 

upload the file to the server. In client side deduplication, the client identifies redundant files 

before it uploads a file to the storage server. The client has to do most of the processing in 

client side deduplication. The storage space issue being addressed, the security of the data 

also has to be addressed while opting for deduplication. Encryption of data provides data 

security, but prevents the storage provider to implement the deduplication protocol on 

encrypted data, as the ciphered data differs from other ciphers of the same data, which causes 

a hindrance to deduplication.  

2.0 LITERATURE REVIEW: 

Jayapandian, N et al (2018) Deduplication can yield cost savings by increasing the utility of 

a given amount of storage. Unfortunately, deduplication has many security problems so more 

than one encryption is required to authenticate data. We have developed a solution that 

provides both data security and space efficiency in server storage and distributed content 

checksum storage systems. Here we adopt a method called interactive Message-Locked 

Studia Rosenthaliana (Journal for the Study of Research)

Volume XII, Issue VI, June-2020

ISSN NO: 1781-7838

Page No:27



Encryption with Convergent Encryption (iMLEwCE). In this iMLEwCE, the data is 

encrypted firstly then the cipher text is again encrypted. 

Wenhai Sun et al (2015) propose a randomized oblivious key generation mechanism based 

on the inner workings of the backup service. In contrast with the current work that 

compromising one client will eventually expose all the clients’ storage, our scheme offers a 

counter-intuitive property of achieving security against multi-client compromise with 

minimal deduplication performance loss. In addition, we enforce a per-backup rate-limiting 

policy to slow down the online brute-force attack. 

Pasquale Puzio et al (2014) propose ClouDedup, a secure and efficient storage service that 

assures block-level deduplication and data confidentiality at the same time. Although based 

on convergent encryption, ClouDedup remains secure thanks to the definition of a component 

that implement an additional encryption operation and an access control mechanism. We 

show that the overhead introduced by these new components is minimal and does not affect 

the overall storage and computational costs. 

Zuojie Deng et al (2018) propose an encrypted file deduplication scheme with permission 

(EFDSP) and construct the EFDSP by using the hidden vector encryption (HVE). We have 

analyzed the security of EFDSP. The results have shown that EFDSP is secure and it can 

prevent the online deduplication oracle attack. We implement EFDSP and conduct the 

performance evaluation. The results show that the performance of EFDSP is little inferior to 

that of SADS, which is the only existing encrypted file deduplication scheme with 

permission, but the performance gap decreases with the increasing number of the authorized 

users and EFDSP has overcome the security weakness of SADS. 

3.0 OBJECTIVES: 

1. To Study the first single-server scheme for secure cross-user deduplication with 

client-encrypted data. 

2. To Study the Encrypted Data Without Additional Independent Servers 

4.0 METHODOLOGY: 

Deduplication:  

Deduplication strategies can be categorized according to the basic data units they handle. One 

category is file-level deduplication, which eliminates redundant files. The other is block-level 

deduplication, in which files are segmented into blocks and duplicated ones are eliminated. 

Deduplication strategies can also be categorized according to the side in which deduplication 

happens. In server-side deduplication, all files are uploaded to the storage server S, which 

then deletes the duplicated files. The effectiveness of deduplication is customarily expressed 

by the deduplication ratio, defined as the “the number of bytes input to a data deduplication 

process divided by the number of bytes output”. Although deduplication benefits storage 

providers (and hence, indirectly, their users), it also constitutes a privacy threat for users. 

Server side deduplication does not save bandwidth. Client side deduplication, although saves 

both bandwidth and storage space has the vulnerability of an attacker learning the existence 

of a file in the server. 

Hash Collisions: 

Collision means the same hash value generated in two different data. In data storage process, 

whereas data corruption occurs there hash collision will raised. The main drawback of 

deduplication is computational source of power system. This is major problem of individual 
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system also; it affects the system programs and applications. Here the device overhead linked 

with computing the hash vales it is a main role of deduplication process. 

Encryption and Hashing: Encryption provides data security throughout the deduplication 

process. Convergent encryption is mostly sought after for deduplication purpose. The key (K) 

for convergent encryption is the cryptographic hash (H) of the file (F), K=H (F). A user 

encrypts her file using the key; C=E (K, F). Hence, two users having the same file would 

obtain two identical cipher texts, as the encryption key is same for the two files [2]. Figure 1 

depicts convergent encryption on two identical files F and F’. 

 
Figure 1 - Convergent Encryption 

Password Authenticated Key Exchange (PAKE): 

Since the convergent encryption is vulnerable to brute force and dictionary attacks, Liu et al. 

uses the PAKE protocol. Two parties using the same password can generate a common 

session key without revealing their passwords. The PAKE protocol was proposed which uses 

the password as a symmetric key to encrypt the messages of a standard key exchange 

protocol. The protocol has evolved a lot since its inception. This protocol aims at restricting 

online brute force attacks to guess the right password. An adversary would have to be online 

and interact with the systems to verify if his guess is accurate. The protocol is based on using 

the password as a symmetric key to encrypt the messages of a standard key exchange, so that 

two parties with the same password will successfully generate a session key without 

revealing their passwords. 

The chosen PAKE protocol should satisfy the following requirements: 

Single round: It must be single-round so that the storage server can easily facilitate it. 

Pseudo-random keys: It must guarantee that if the passwords are different than neither party 

can distinguish the key output by the other party from a random key. 

Implicit key exchange: It must be implicit, meaning that at the end of the protocol each party 

outputs a key but neither party learns if the passwords matched or not. In fact, many PAKE 

protocols were designed to be explicit where parties will know whether the exchange 

succeeded or not at the end of the protocol 

LOGICAL KEY HIERARCHY (LKH): 

In this LKH approach, a KDC maintains a tree of keys. The nodes of the tree hold key 

encryption keys. The leaves of the tree correspond to group members and each leaf holds a 

Key Encryption Key (KEK) associated with that one member. Here KEK’s affected when 

members join the tree. Instead of generating fresh keys and sending them to members already 

in the group, all keys affected by the membership change are passed through a one-way 

function. Every member that already knew the old key can calculate the new one. Hence, the 
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new keys do not need to be sent and every member can calculate them locally. This algorithm 

is known as LKH+. 

 
Figure 2 - Ancestor and sibling sets of member u4 

File level deduplication:  

Although we faced multiple challenges while running the available code, we were able to 

debug and execute the program successfully. The implementation functioned as per the 

deduplication protocol. 

5.0 RESULTS: 

Randomized Oblivious Key Generation Chunk encryption key can be generated by running a 

secure (oblivious) two-party computation between Cj and KS, so that KS learns nothing on 

the Cj’s input and algorithm output while Cj cannot infer KS’s secret. In general, such 

desired protocol can be realized by any blind signature scheme. Here we use the widely 

adopted blind RSA signature similar to prior work [4] and further introduce the randomness 

into the oblivious key generation.  

Algorithm Definition: Let the hash functions G: Zn → {0, 1} l and H: {0, 1} ∗ → Zn. We 

define the ROKG algorithm as follows.  

1) Definition 1: (ROKG algorithm) The proposed randomized oblivious key generation 

for a total of s clients in the system consists of four fundamental algorithms.  

• Setup (λr, λn) → ({PK, MK}): The setup algorithm takes as input the security 

parameters λr and λn and outputs n sets of RSA parameters {(Ni, ei, di) |1 ≤ i ≤ n}. Thus, 

the public parameters are PK = {(Ni, ei)} and master secrets are MK = {di}.  

• ChObf (ch, r, PKi, H) → z: This chunk obfuscation algorithm takes as input the chunk 

data ch, a random number r, the associated PKi = {Ni, ei} and hash function H. It outputs 

the obfuscated chunk data z.  

• OKeyGen (MKi, z) → θ: This oblivious chunk key generation algorithm takes as input 

the associated master secret MKi = di for the client and obfuscated chunk z. It outputs the 

corresponding obfuscated chunk key θ. 

• KeyRec (θ , H, G,PKi, r) → k or ⊥: This chunk key recovery algorithm takes as input θ , 

hash functions G and H, the associated public parameter PKi and the random number r. If 

θ is successfully verified, it outputs the chunk encryption key k. Otherwise, it outputs ⊥. 
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Figure 3 - Em (n) with the increased number n of the master secrets in the system. 

 
Figure 4 - Pn (m) with m compromised clients when n = 5, 10, 15, 20 

EVALUATION: 

In this section, we evaluate the overhead introduced by our system in terms of storage space 

and computational complexity. We also evaluate ClouDedup’s resilience against potential 

attacks. In order to refer to a real scenario, we use the same parameters, but our calculations 

hold true for other scenarios. 

Storage Space: 

 
Figure 4 - Overhead of metadata management with encryption 

The system must guarantee confidentiality and privacy even in the unlikely event where the 

server is compromised. The additional HSM proposed in section V-E and located between the 
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metadata manager and the storage provider will then enforce data protection since it also 

offers another encryption layer; therefore confidentiality is still guaranteed and offline 

dictionary attacks are not possible. On the other hand, if the attacker compromises the server, 

only online attacks would be possible since this component directly communicates with 

users. The effect of such a breach is limited since data uploaded by users are encrypted with 

convergent encryption, which achieves confidentiality for unpredictable files 

6.0 CONCLUSION: 

The deduplication systems discussed here increase the consistency of data. Distributed 

deduplication system with Ramp Sharing scheme is the best to improve the reliability of data 

while achieving the confidentiality of the users’ outsourced data without an encryption 

mechanism. The security of tag consistency and integrity were attained. The implementation 

of deduplication systems using the Ramp secret sharing scheme here gives the demonstration 

that it acquires small encoding/decoding overhead compared to the network transmission 

overhead in regular download /upload operations. 
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