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Current manuscript targets on the issue of private information outflow for individuals as 

an absolute result of their actions being part of online social networks. We mock-up an attack 
scenario in this fashion: For e.g. Face book desires to release data to electronic arts for the use in 
advertising games to interested mankind. Even though once electronic arts have this data through 
which they want to identify the political association of users in their data.  Since they would not 
only use the labels of individuals who unequivocally list their relationships, but also through 
interpretation could determine the relationships of other subscribers in their data, this would 
clearly be a privacy violation of concealed details. We will also discuss about three sanitization 
methods that could be employed in different scenarios. Later, we will correlate the efficacy and 
influence of these methods. And attempt will be made to use the methods of the collective 
inference to explore subtle attributes of the dataset. We will also exhibit that one can mitigate the 
efficacy of both the relational and local classification algorithms by utilizing the sanitization 
techniques that we describe. In Proposed Systems we implement a proof-of-principle Facebook 
application for the collective management of shared data, called M-Controller.  
Keywords: Privacy preservation, WSNs, Data security, Privacy clarity for formal data, Social 
network analysis 
 
1. Introduction to Online Social Networks 
 

Online social networks have seen a fast increase in the number of users, especially in the 
last few years. People join OSNs, create their own profiles, and connect to other members of the 
network with the main purpose of keeping in touch with them and sharing common interests. 
Most online social network sites share some common features [1, 2, and 3]. One of the 
fundamental properties of OSNs is that they allow their users to create their own profiles. Using 
this feature, OSN members can represent themselves with the purpose of connecting to other 
users in the network. Users can post contents like pictures, videos, and personal blogs in their 
profiles, which can be seen by all or only selected members of the network. Another common 
feature of OSNs is the ability to create links with other members of the network [4, 5, 6 and 26]. 
If a link exists between two members, they are supposed to be neighbors. Neighboring users 
usually have common interests, and a higher degree of trust exists among them. Users can trace a 
specific OSN member by following the links connecting OSN users in order to reach his online 
profile [7, 8,9 and 27]. Finally, unlike other online sites that are usually content based, OSNs are 
mainly organized around their users. In other words, two major components of OSNs are user 
accounts and the links between users [10, 11, 12 and 28]. 
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2. Design and Implementation of Social Network Technology 

 The design and implementation of social network is with help of J Free Chart is a 100% free 
java library that eases the developers to spectacle specialized quality charts in their applications. 
J Free Chart’s features sets comprise the following, a reliable and well documented API for wide 
variety of chart types. A flexible design, easy to upgrade, and aims on both server and client side 
applications. The support for Swing components, vector graphics file formats (like PDF, SVG, 
EPS and so on) and image files (JPEG and PNG). J Free Chart is “Open-Source” software, 
distributed under GNU Lesser General Public License (LGPL), permitting to use in proprietary 
applications [13, 14, 15, and 16]. 

Time Series Chart Interactivity: 
 Design a fresh feature for collaborative time series chart. It is used to exhibit a separate 
control that displays a tiny version of entire time series data. It includes a sliding “view” 
rectangle which permits to choose the subset of series data to exhibit in main chart. 

Dashboards: Creating a flexible dashboard tool is necessary to bolster a subset of J Free Chart 
types. This can be supplied effortlessly through Java applet and also Web Start. Property 
Editors: These editors only handle small set of properties which is set to charts.  

J2ME (Java 2 Micro edition): Sun micro systems defined J2ME as a highly optimized JRE 
focusing on wide variety of consumer products [17, 18, and 19]. It was announced in 1999 at 
java1 developer conference. The J2ME provides the cross platform functionality to smaller 
devices letting mobile wireless devices to share applications. 

General J2ME architecture of Social network  

 

                                      Fig.1. J2ME Architecture of Social network 

To customize the JRE, J2ME uses profiles and configurations. J2ME comprises of profile 
which defines applications with domain specific classes and a configurations, which defines the 
JVM used. The configuration determines a specific JVM that runs on specific platform and it 
also defines the basic runtime environment for a list of core classes. The profile defines the 
applications; it specifically adds domain specific classes. The J2SE is usually termed as JVM 
(Java Virtual Machine) and J2ME has virtual machines like CVM and KVM which are the 
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subsets of JVM. Both CVM and KVM are reduced versions of J2SE JVM which are specific to 
J2ME. 

 3. Analysis and Implementation of Social Network 

        We implemented a program to crawl the Face book network to gather data for our 
experiments. Written in Java 1.6, the crawler loaded a profile, parsed the details out of the 
HTML, and stored the details inside a My SQL database [20, 21, 22 and 23]. Then, the crawler 
loaded all friends of the current profile and stored the friends inside the database both as 
friendship links and as possible profiles to later crawl. We define two classification tasks. The 
first is that we wish to determine whether an individual is politically “conservative” or “liberal.” 
The second classification task is to determine whether an individual is “heterosexual” or 
“homosexual.” It is important to note that we consider individuals who would also be considered 
“bisexual” as “homosexual” for this experiment. 

It provide techniques that can help with choosing the most  effective details or links that 
need to be removed for protecting privacy[24,25]. We explore the effect of collective inference 
techniques in possible inference attacks. They also note potential attacks, such as node re 
identification or stalking, that easily accessible data on Face book could assist with. They further 
note that while privacy controls may exist on the user’s end of the social networking site social 
networking site, many individuals do not take advantage of this tool. This finding coincides very 
well with the amount of data that we were able to crawl using a very simple crawler on Face 
book network. 

 Social Network Data set Collection 

               To evaluate the effect that changing a person’s details has on their privacy, we needed  
to first create a learning method that could predict a person’s private details (for the sake of 
example, we assume that political affiliation is un specified from the subset of our population). 

In Fig.2. Username and password details of users in social network such as Facebook are 
collected.Log in into user accounts and download their profiles as .html files. Now apply html 
parser to that parses HTML files ang collects attribute values of user profiles. Store the results in 
database. The records in the database are exported into .csv format file for network classification. 
Model the dataset file as network graph. 
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Fig.2.  Social Network Dataset Collection 

Inference Attack Modeling 
Design naïve bayes local classifier, wvRN classifier and relaxation labelling network 

classifier.Relaxation labeling method utilizes both naïve bayes and wvRN classifier. Now apply 
Relaxation labeling om the network graph and thus model inference attacks as shown in fig 5.13. 

Using naïve Bayes as our learning algorithm allowed us to easily scale our 
implementation to the large size and diverseness of the facebook data set. 

 

                                     Fig.3.  Inference Attack Modeling 

 Sanitizing Social Network Dataset 

In sanitizing procedure, first the private details of nodes i.e persons are removed as links 
that are more sensitive to inference attacks are removed. Finally values of some detail type 
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attributes are generalized by replacing original values with some reference values. Finally SQL 
aware AES encryption technique is used to encrypt the generalized and suppressed records. Thus 
secured database is constructed as shown in fig.4.  

 

 
Fig.4. Constructing Secured Social Network 
Database 

 
Fig.5. Prediction accuracy of relaxation labeling 
using the average local classifier (political 
affiliation) 

As a verification of expected results in fig.5. The details only classification accuracy only 
decreased significantly when we removed details from nodes, while (0 details,*) accuracies are 
approximately equivalent. Only accuracies were mostly affected by the removal of link nodes, 
while the point of interest is approximately equal. 
Local Classification Accuracy: As can be seen from the results, our methods are generally 
successful at reducing the accuracy of classification tasks. Fig.6. shows that removing the details 
most highly connected with a class is accurate across the details and average classifiers. 

 

                       Fig .6. Local Classification Accuracy 

4. SOCIAL NETWORK SYSTEM TESTING 
The main intension of testing is to detect errors in system. The testing can be defined as the 
process of trying to determining every possible fault or feebleness in a work product. Its gives a 
path to functionality of modules, sub-assemblies, assemblies and finished items for consumption. 
It is the course of exercising software with an intension to confirm software system requirements 
and to ensure user expectations. There are many types of testing. Each type refers to a specific 
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requirement. Like unit testing, test strategy and approach, features to be tested, integration tests, 
test results and acceptance testing the following test sequence given below.  
 

STEP: 1 Registration 

 
  Fig.7. Registration process 

 
    Fig.8. Profile information 

 
Once the browser is opened with a particular social network its home page is displayed as 

in the fig.7, to sign up as a new user’s first the registration process to be done by clicking new 
user signup here. If already a member of that particular social network directly the login process 
can be done. To sign up in a social network the details of the user should be filled with all the 
necessary information and click on signup button. After filling  suitable details to signup the 
successful registration is done. the  next step is opened fig.8, as a profile information regarding 
education, personal details to be filled successfully.  

 

 
        Fig.9.posted Image 

 
Fig.10. Conformation request 

 
The above fig.9 shows how to post the images, finding friends, viewing friend request 

and logout button to close the account from that particular social network. The fig.10 shows the 
incoming request from friends. The friends list to confirm, waiting to approve, request came 
from friends to have a choice to choose and click in the button. To post request to user friends in 
a particular social network can be processed as which shows the member to add a relationship or 
to add a member in group and click on send the user friend request process continues. 
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     Fig.11.View friend profile  

 
   Fig.12.Data selection process 

 
After completion of the process in fig.11 the next step of user friend profile with all the 

complete details is opened related icons to secure the private information of the user’s in a 
particular social network, where the details of the user are loaded. Select the data set as shown in 
fig.12 which has a peculiar buttons named as load and extract. 

 
  Fig.13.loaded data 

 
 Fig.14. Extracting Data 

 
      By clicking on the load button in fig.12 the new window is opened with all the user details in 
the form of tables as in fig.13 new window is opened as data loaded successfully. A new window 
is opened as fig.14 which shows the complete details of the user information uploaded in social 
networks. A new window is opened as data extracted successfully.   
 

 
    Fig.15. Clustering tables 

 
   Fig.16.Zip code generation 

By clicking next button as in fig.15 a new window clustering table values opened as  
fig.15 by clicking  anomity button a new window is opened as process details which shows 
cluster maximum and minimum data value. By clicking clustering button a new window with 
number of cluster tables and the clustering process with age. By clicking view table a new 
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window with cluster tables is opened.  By clicking next button in fig.15 a new window generate 
zip code process is viewed fig.16 , in process details by clicking on load cluster data its process 
is opened as cluster tables and click on generate zip code button its process is opened with 
cluster tables. Clicking on view zip code its process is opened and by clicking on re-zipcode its 
process is opened. 

 
  Fig.17. General loss of information 

 
  Fig.18. Sensitive value secure process 

 
Click on the next button in fig.16 a new window general information loss process is 

opened fig.17. clicking on load cluster data button its process is opened as cluster tables, click on 
general info loss button its process is opened as general information loss, number of loss 
combined with formula for the result in fig.17 .Clicking on total information loss its process is 
opened with a solving formula and result and click on natural information loss its process is 
opened. By clicking next button in fig.17 a new window sensitive value secure process is 
displayed fig 18. Click on process button the process of security is activated with a normal 
cluster table .Click on sensitive data calculation the sensitive cluster table is viewed. Click on 
secure sensitive data the process of security for the sensitive data is viewed. Click on view result 
process the result is opened for sensitive data.    

 
                          Fig.19. Data loss information process 

Click on next button in fig 18 a new window data loss information process is viewed in 
fig 19. In this click on generalization information loss total data loss, normalized value is viewed.  
Click on sensitive data process separate value, widowed value is viewed.   
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Generalization Information loss of Graphs 

 
    Fig.20. Generalization Information loss 

 
  Fig.21.Structural information loss 

               The graphical representation of generalization information loss with clustering process 
is viewed in fig 20. The total loss is viewed by combining two clusters. The graphical 
representation of structural information loss shows the normalized data loss in fig.21 by 
generalization information loss fig.21. 

 
CONCLUSION 

We addressed various issues related to private information leakage in social networks. 
We show that using both friendship links and details together gives better predictability than 
details alone. In addition, we explored the effect of removing details and links in preventing 
sensitive information leakage. In the process, we discovered situations in which collective 
inference does not improve on using a simple local classification method to identify nodes. 
When we combine the results from the collective inference implications with the individual 
results, we begin to see that removing details and friendship links together is the best way to 
reduce classifier accuracy. This is probably infeasible in maintaining the use of social networks. 
However, we also show that by removing only details, we greatly reduce the accuracy of local 
classifiers, which give us the maximum accuracy that we were able to achieve through any 
combination of classifiers. We also assumed full use of the graph information when deciding 
which details to hide. Useful research could be done on how individuals with limited access to 
the network could pick which details to hide. Similarly, future work could be conducted in 
identifying key nodes of the graph structure to see if removing or altering these nodes can 
decrease information leakage. 

 

REFERENCES 
[1] Facebook Beacon, 2007. 
[2] T. Zeller, “AOL Executive Quits After Posting of Search Data,” The New York Times, no. 
22, http://www.nytimes.com/2006/08/22/ technology/22iht-
aol.2558731.html?pagewanted=all&_r=0, Aug. 2006. 
[3] K.M. Heussner, “‘Gaydar’ n Facebook: Can Your Friends Reveal Sexual Orientation?” ABC 
News, http://abcnews.go. com/Technology/gaydar-facebook-friends/story?id=8633224#. 
UZ939UqheOs, Sept. 2009. 
[4] C. Johnson, “Project Gaydar,” The Boston Globe, Sept. 2009. 

Studia Rosenthaliana (Journal for the Study of Research)

Volume XI, Issue XII, December-2019

ISSN NO: 0039-3347

Page No:43



[5] L. Backstrom, C. Dwork, and J. Kleinberg, “Wherefore Art Thou r3579x?: Anonymized 
Social Networks, Hidden Patterns, and Structural Steganography,” Proc. 16th Int’l Conf. World 
Wide Web (WWW ’07), pp. 181-190, 2007. 
[6] M. Hay, G. Miklau, D. Jensen, P. Weis, and S. Srivastava, “Anonymizing Social Networks,” 
Technical Report 07-19, Univ. of Massachusetts Amherst, 2007. 
[7] K. Liu and E. Terzi, “Towards Identity Anonymization on Graphs,” Proc. ACM SIGMOD 
Int’l Conf. Management of Data (SIGMOD ’08), pp. 93-106, 2008. 
[8] J. He, W. Chu, and V. Liu, “Inferring Privacy Information from Social Networks,” Proc. 
Intelligence and Security Informatics, 2006. 
[9] E. Zheleva and L. Getoor, “Preserving the Privacy of Sensitive Relationships in Graph Data,” 
Proc. First ACM SIGKDD Int’l Conf. Privacy, Security, and Trust in KDD, pp. 153-171, 2008. 
[10] R. Gross, A. Acquisti, and J.H. Heinz, “Information Revelation and Privacy in Online 
Social Networks,” Proc. ACM Workshop Privacy in the Electronic Soc. (WPES ’05), pp. 71-80, 
http://dx.doi.org/10.1145/1102199.1102214, 2005. 
[11] H. Jones and J.H. Soltren, “Facebook: Threats to Privacy,” technical report, Massachusetts 
Inst. of Technology, 2005.  
[12] P. Sen and L. Getoor, “Link-Based Classification,” Technical Report CS-TR-4858, Univ. of 
Maryland, Feb. 2007.  
[13] B. Tasker, P. Abbeel, and K. Daphne, “Discriminative Probabilistic Models for Relational 
Data,” Proc. 18th Ann. Conf. Uncertainty in Artificial Intelligence (UAI ’02), pp. 485-492, 2002. 
[14] A. Menon and C. Elkan, “Predicting Labels for Dyadic Data,” Data Mining and Knowledge 
Discovery, vol. 21, pp. 327-343, 2010. 
[15] E. Zheleva and L. Getoor, “To Join or Not to Join: The Illusion of Privacy in Social 
Networks with Mixed Public and Private user Profiles,” Technical Report CS-TR-4926, Univ. of 
Maryland, College Park, July 2008. 
[16] N. Talukder, M. Ouzzani, A.K. Elmagarmid, H. Elmeleegy, and M. Yakout, “Privometer: 
Privacy Protection in Social Networks,” Proc. IEEE 26th Int’l Conf. Data Eng. Workshops 
(ICDE ’10), pp. 266-269, 2010. 
[17] J. Lindamood, R. Heatherly, M. Kantarcioglu, and B. Thuraisingham, “Inferring Private 
Information Using Social Network Data,” Proc. 18th Int’l Conf. World Wide Web (WWW), 
2009. 
[18] S.A. Macskassy and F. Provost, “Classification in Networked Data: A Toolkit and a 
Univariate Case Study,” J. Machine Learning Research, vol. 8, pp. 935-983, 2007. 
[19] L. Sweeney, “k-Anonymity: A Model for Protecting Privacy,” Int’l J. Uncertainty, 
Fuzziness and Knowledge-based Systems, pp. 557-570, 2002. 
[20] A. Machanavajjhala, D. Kifer, J. Gehrke, and M. Venkitasubramaniam, “L-Diversity: 
Privacy Beyond K-Anonymity,” ACM Trans. Knowledge Discovery from Data, vol. 1, no. 1, p. 
3, 2007.  
[21] C. Dwork, “Differential Privacy,”  Automata, Languages and Programming, M. Bugliesi, B. 
Preneel, V. Sassone, and I. Wegener, eds., vol. 4052, pp. 1-12, Springer, 2006. 
[22] A. Friedman and A. Schuster, “Data Mining with Differential Privacy,” Proc. 16th ACM 
SIGKDD Int’l Conf. Knowledge Discovery and Data Mining, pp. 493-502, 2010. 
[23] K. Fukunaga and D.M. Hummels, “Bayes Error Estimation Using Parzen and K-nn 
Procedures,” IEEE Trans. Pattern Analysis and Machine Intelligence, vol. PAMI-9, no. 5, pp. 
634-643, http:// portal.acm.org/citation.cfm?id=28809.28814, Sept. 1987. 

Studia Rosenthaliana (Journal for the Study of Research)

Volume XI, Issue XII, December-2019

ISSN NO: 0039-3347

Page No:44



[24] C. Clifton, “Using Sample Size to Limit Exposure to Data Mining,” J. Computer Security, 
vol. 8, pp. 281-307, http://portal.acm.org/citation.cfm?id=371090.371092, Dec. 2000. 
[25] K. Tumer and J. Ghosh, “Bayes Error Rate Estimation Using Classifier Ensembles,” Int’l J. 
Smart Eng. System Design, vol. 5, no. 2, pp. 95-110, 2003. 
[26] Yerrolla Chanti, Kothanda Raman, K. Seenanaik, Dandugudum Mahesh, B.Bhaskar”An 
Enhanced on Bidirectional LI-FI Attocell Access Point Slicing and Virtualization using Das2 
Conspire” International Journal of Recent Technology and Engineering (IJRTE) ISSN: 2277-
3878, Volume-8, Issue-2S3, July 2019. Scopus indexed. 
[27] Yerrolla Chanti1*, Dr. K. Seena Naik2, Rajesh Mothe3, Nagendar Yamsani4, Swathi 
Balija5, “A modified Elliptic Curve Cryptography Technique for Securing Wireless Sensor 
Networks” ,7 (1.8) (2018) 230-232 International Journal of Engineering & Technology Website: 
www.sciencepubco.com/index.php/IJET. 
[28] Rajesh Mothe1*, Swathi Balija 2, Yerrolla Chanti3, Bura Vijay Kumar4, A modified Fault 
Diagnosis Scheme in Wireless Sensor Networks” International Journal of Engineering 
&Technology, 7 (1.8) (2018) 230-232 International Journal of Engineering & Technology 
Website: www.sciencepubco.com/index.php/IJET. 

 

 

 
 

Studia Rosenthaliana (Journal for the Study of Research)

Volume XI, Issue XII, December-2019

ISSN NO: 0039-3347

Page No:45


