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Abstract: 

The current study is appraisal of the recent data protection laws that are about to be implemented in India 

on the recommendations of Srikrishna Committee. This study will be beneficial to understand the changes 

that would come in the Indian business scenario and laws governing data protection.  

There has been a lot of speculations on data protection since the news of European Union’s (EU) General 

Data Protection Regulation (GDPR) started in 2016. The Srikrishna committee has been working since 

2017 to inspect issues pertaining to data protection, suggest ways to address issues and draft a law in India 

for data protection. One of the major objectives was to ensure the right growth of digital economy of India 

and safeguard personal data of citizens.  

Personal Data Protection Bill, 2018 has been submitted for approval to Ministry of Electronics and 

Information Technology and soon would be a part of legal system of India. The paper would give an insight 

into the recommendations of Srikrishna Committee and its impact in the Indian business scenario.  
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1. Introduction:  

In the era of digital economy crossing borders, data of citizens is used by companies for the interest of own 

or client. Companies do not consider interest of the customer and use their data without taking consent. The 

most debated issue on this line has been the Facebook scandal on data privacy and the news published by 

Cambridge Analytica claiming the Indian political parties as one of their clients.  

In the Facebook data privacy scandal, the collection of personally identifiable information of 87 million 

people was used by the firm Cambridge Analytica. The company with others were able to gain access to 

personal data of Facebook users due to the convergence of a variety of factors, including inadequate 

safeguards against companies engaging in data harvesting, no oversight of developers by Facebook, 

developer abuse of the Facebook API, and users agreeing to all broad terms and conditions.  

Cambridge Analytica, specializes in psychographic profiling which allows the firm to predict voting 

likelihood of individuals based on traits and Facebook acted as a treasure for such information. In March 
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2018, whistle blower Christopher Wylie of the company admitted that the firm had helped one of the major 

political parties in India for elections to be held in 2019. Also, Cambridge Analytica helped the Trump 

campaign during the 2016 elections by harvesting data of 50 million Facebook profiles without seeking 

their consent. The citizens are not aware of this fact even today.  

These are only some of the major instances reported dealing in misuse of data which led to privacy issues 

for citizens. Thus, data protection became the need of the hour in today’s borderless digital economy. This 

led to implementation of various laws across the globe making provisions for data protection rules and fine 

for non-compliance. A step towards the same was of high priority to secure the data and interest of their 

citizens. A very important law was implemented in May 2018: European Union’s (EU)General Data 

Protection and Regulation (GDPR). The framework of GDPR provides guidelines to collect and process 

personal information of European citizens throughout the world. With the implementation of this law, all 

the companies having business with European clients, regardless of whether the data processing takes place 

in EU or not, have to mandatorily follow the GDPR guidelines or face a penalty.   

As per study conducted by Ernst and Young (E & Y) in India, it was found that 60% of the companies 

using forensic data analytics are not familiar with EU’s GDPR and only 30 to 35% of the IT and ITES 

companies have started preparing to welcome the changed data protection laws as per GDPR. On these 

lines, it was high time that India alsohas laws with respect to data protection for its citizens.  

In view of this, Ministry of Electronics and Information Technology constituted a committee of experts on 

data protection framework for India. The committee was constituted in August 2017 under the 

chairmanship of Justice B. N. Srikrishna. The committee constituted of 9 members along with chairman. 

The Srikrishnacommittee has been working since 2017 to scrutinize issues pertaining to data protection, 

recommend methods to address them and draft a law related to data protection in India. The goal was to 

ensure the right growth of our digital economy and to safeguard personal data of citizens to avoid frauds. 

The committee released a white paper on data protection suggesting a framework to protect data and gave 

seven principles for the same:  

i. It should be flexible to handle changes in technology 

ii. It must apply to government and private sector entities 

iii. Consent from citizens should be informed, genuine and meaningful 

iv. Data processing must be minimal and used only for the purpose for which data is taken  

v. Any entity which controls the data should be accountable for any data processing 

vi. A high-powered statutory authority should be present for enforcement of data protection framework  

vii. Penalties should be adequate in order to discourage wrongful acts on part of entities  

On the basis of White paper, comments and suggestions were invited by the committee till 31
st
 January 

2018. Henceforth, Personal Data Protection Bill, 2018 was prepared on the basis of the current laws and the 

need of the hour. The final report and the draft of Bill has been submitted for approval to the Ministry of 

Electronics and Information Technology on 27
th

 July 2018 and will be a part of the legal system of India.  

The present Bill draws a lot of inspiration from EU’s GDPR. However, Bill is little diluted as compared to 

GDPR.  

2. Discussion: 

Highlights of Personal Data Protection Bill, 2018: 

2.1 Applicability of Bill: 

It will be applicable to the entire territory of India. It will be applicable to all the personal data 

collected, disclosed or shared by anyone or a company having its base in India. “Data Fiduciaries” 

will also be covered no matter of their location in the world, if they are dealing with data of Indian 
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citizens. There is only one exception that the name and identity of a citizen if not revealed, will not 

be called as a breach of data.   

2.2 Processing of data (Section 12 to 23): 

Processing of personal data cannot be done by any company or entity while the commencement of 

data processing. Consent taken from any citizen has to be free, informed, specific, clear and capable 

of being withdrawn anytime. The onus of proving that consent was obtained will be on data 

fiduciary.  

There is a safety clause inserted for the State as it allows the State to access and process data for 

exercising its important function which is authorized by any existing law in India.  

Processing of personal data in cases of medical emergencies, to provide medical treatment during 

epidemic or otherwise, or to ensure safety of the citizens is allowed where prompt actions are 

required to be taken.  

For employment purpose, processing personal data shall be allowed for recruitment, termination, 

any benefit received for service availed, verification of attendance and performance assessment by 

the data fiduciary.  

Processing of data shall be allowed for any reasonable purpose by data fiduciary in the public 

interest. The reasons can be prevention and detection of any unlawful activity such as fraud, 

mergers and acquisitions, credit scoring, debt recovery, network and information security, and 

processing of publicly available personal data.  

The above provisions are applicable in case of processing of sensitive personal data as well. The 

authorities can identify additional categories of sensitive personal data which might require 

additional data protection and also of children to protect their interest.  

2.3 Data Principal Rights (Section no. 24 to 28): 

The data principal will have right to confirmation, access to summary of the personal data and all the 

processing activities done by the data fiduciary. Provisions with respect to data principal where they 

shall have right to (where necessary); the right to data portability, with few exceptions. The data 

principal will have right to restrict disclosure of personal data by a data fiduciary related to the 

former where purpose of data collection has served and it is no longer required. There is a right to be 

forgotten which can be adopted, by taking permission of Adjudication Wing of Data Protection 

Authority (DPA) on the basis of the following:  

i. Sensitivity of the personal data sought to be restricted 

ii. Scale of disclosure or degree of accessibility sought to be restricted 

iii. Role of the data principal in public life  

iv. Relevance of the personal data to the public  

v. Nature of the disclosure and the activities of the data fiduciary  

After conducting the balancing test, if it is found that interest of the data principal in limiting the 

disclosure of personal data does not override the right to freedom of speech and expression as well 

as the right to information of any other citizen; the right to be forgotten will not be available.  

2.4 Transferability and Accountability Measures (Section 29 to 39):  

Privacy of design ensures that the interest of data principal is accounted for at all stages of personal 

data processing when technology is put to use it as per standards which are certified. Overall, the 

privacy interest of any citizen should not be compromised.  

The data fiduciary will take steps to ensure transparency with respect to the processing of personal 

data as per Bill.  

The data fiduciary and data protector are expected to implement security safeguards such as; use of 

methods: de-identification and encryption; steps necessary to protect integrity ofpersonal data andto 
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prevent its misuse, modification, disclosure, destruction of personal data or unauthorized access, of 

any form. These should be reviewed on periodic basis by the data fiduciary.  

If there is any breach of personal data which may cause harm to the data principal, it shall be 

informed by the data fiduciary to the concerned authority immediately including a report on nature, 

number, consequences and measures being taken with respect to the breach.  

Data protection impact assessment needs to be carried out by data fiduciary. The report will have 

details of the proposed processing option, assessment of potential harm, measures for cope, 

minimize and mitigate such risk of harm. The data protection officer shall review and submit the 

report the Authority.  

Accurate and up-to-date records needs to be maintained by data fiduciary for data life cycle, 

periodic review of security safeguards, data protection impact assessment any other information 

with respect to data processing.  

So also, data audits have to be conducted yearly and a data protection officer needs to be appointed 

for carrying out functions mentioned in Section 36 of Bill.  

If the data fiduciary involves a data processor through a contract on his behalf to process personal 

data, the data should be kept confidential by both.  

Also, grievance redressal mechanisms will be established by data fiduciaries in a speedy manner.  

2.5 Transfer of Personal Data outside India (Section 40 to 41) 

Every data fiduciary shall ensure storage of at least one serving copy of personal data to which act 

applies on a server or data center in India. 

Rules with respect to cross border data transfers has to be done through model contract clauses with 

liability on transferor to the principal for any violation by transferee. There is a provision of intra-

group schemes which shall apply for such transfers within the entities of group. 

Few jurisdictions for green-light transfers will be with Central Government in consultation with the 

DPA. Personal data identified as critical shall be processed only in India and will not cross borders. 

In addition to this, the Central Government has to identify classes of sensitive personal data which 

are critical to the country having specific regard to strategic interests and enforcement requirements.  

When it comes to personal data for health of citizens, it will be permitted to be transferred for 

reasons of prompt action or emergency. Any other data can be transferred after taking permission 

from the central Government.  

2.6 Exemptions (Section 42 to 48):  

Following are the exemptions: 

i. Security of the State authorized for a law operational  

ii. Prevention, detection, investigation and prosecution for not following laws 

iii. Data processing for any proceedings of legal nature  

iv. Research, archiving or statistical purpose 

v. Personal or domestic purpose 

vi. Journalistic purpose  

vii. Manual processing by small entities  

2.7 Data Protection Authority of India (Section no. 49 to 68):  

The central Government will be appointing an authority; Data protection Authority of India. The 

provisions in this Chapter of the Bill lays down the qualifications, mode of appointment, powers, 

conduct of meetings, officers and employees to be appointed under the Authority, the process of 

accounts and audit, powers and functions, search and seizure and any other provision for the smooth 

functioning of the Bill for data protection and management for citizens of India.  

2.8 Penalties (Section no. 69 to 78):  

Penalties to the extent of five crore rupees or 2% of turnover of last year (whichever is higher) will 

be imposed on data fiduciaries and they will be liable to pay compensation to data principals for 
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violations of the law related to data protection. This penalty and compensation would be applicable 

when they have not complied with any the following: 

i. Appropriate action in case of a data security breach  

ii. Undertaking data protection impact assessment  

iii. Appointing data protection officer 

iv. Register with authority  

v. Conducting data audit  

Penalties to the extent of fifteen crore rupees or 4% of turnover of last year (whichever is higher) 

will be applicable for violations related to sensitive personal data, personal data specifically of 

children and non-adherence of security safeguards.  

The data fiduciary shall be liable to a penalty ranging from five thousand rupees for each day and 

subject to a maximum of ten crore rupees for non-compliance with data principal requests under 

data principal rights; failure to furnish any report, return or information and abidance to any order 

issued by the Authority.  

In addition, if any data principal has suffered harm due to any violation mentioned, will have the 

right to seek compensation from either the data fiduciary or data processor.  

2.9 Offences (Section no. 90 to 96): 

Offences will be cognizable and non bailable. If there is any offence committed by Authority of 

State or Central Government, the head of the department shall be deemed to be guilty and liable for 

proceedings. Following is the list of offences identified under the Bill which should not be done 

contrary to the Act.  

i. To obtain, transfer or sell personal data  

ii. To obtain, transfer or sell sensitive personal data  

iii. Re-identification and processing of de-identified personal data 

 

3. Conclusion: 

The Bill regulates the processing of personal data of citizens by Government and data fiduciaries in India. 

In the times of data being accessible, the need for data protection is high and the initiative taken on the 

steps of EU’s GDPR by India would surely go a long way. The law would help citizens in aspects like 

storage and sharing of data across borders, regulation and enforcement. This article has been written on the 

basis of Bill presented by Srikrishna Committee.  
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