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Abstract - The social network sites are like a new challenge for privacy protection, in particular 

when a person’s private information is revealed in contents posted by others, such as photos with 

individuals. The rapid development of various online social networks (OSNs) makes it 

unprecedentedly popular to share photos online. This leads OSNs one of the main provenances of 

online images. However, the illegal activities on these online contents such as misusing and 

dissemination widely exist. Under this circumstance, the identification of the origin and the 

propagation path of an online image are crucial for many forensic applications. In the proposed 

system, a simple yet effective method to determine the image origin by exploiting the unique traces 

left by the operations of different OSNs. To this end, it first conducts a comprehensive study on the 

manipulations that various OSNs perform on uploaded images. However the illegal activities on 

these online contents such as misusing and dissemination widely exist. It develops a system to 

support  users collaborative privacy protection by  allowing multiple users to jointly control the 

access to their personal data. 

Keywords- Privacy Protection, Online Social Networks (OSNs), Forensic Applications, Image 

Origin, and Provenance Identification 

I. INTRODUCTION 

As an important information carrier, digital images have always been one of the major components of 

network resources. With the ever- increasing popularity of personal mobile devices, a huge amount of 

digital images are generated on a daily basis. Online social networks (OSNs) such as Facebook, Twitter 

and Wechat Moments provide platforms for sharing images, making them one of the main provenances 

of online images. For instance, there are over 350 million photos uploaded daily on Face book [1]. For 

Wechat Moments, this number goes to astoundingly 1 billion [2]. However, these privacy-sensitive 

photos are not well managed and protected by the existing OSN providers to some extent. Most of them 
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can be freely browsed, downloaded or diffused [3], [4], [5]. In this context, some inappropriate 

behaviors regarding the uploaded images could arise such as misappropriation of others’ photos and 

uploading photos without owners’ consent. Consider the following scenario. Alice was photographed 

and the images were shared over some OSNs without her permission or she even did not know that she 

was photographed. With the spread of these photos, Alice found one or some of them. To terminate the 

infringement, an important step is to identify the origin of these photos, namely, which OSN are these 

images shared over? In fact, image origin identification has been developed in many forensic areas. For 

instance, the digital camera identification could be achieved by analyzing the sensor pattern noise [6]. 

In [7], [8], various techniques were designed to identify the acquisition device of a digital image. 

Specifically, for identifying origin of OSNs shared images, one straightforward approach is to explore 

the metadata contained within the image, which contains some information of the associated OSN. 

Unfortunately, we find that most of the OSNs do not provide metadata; even if provided, such 

information can be easily modified or erased. In addition, [9] proposed to infer the image authenticity 

on Facebook by using the platform manipulation traces. Later, Caldelli et al. designed a method to 

identify the OSN platforms of provenance by resorting to the trained Bagged Tree Random Forest 

classifiers [10]. The distinctive features used in their method were extracted from DCT domain as it is 

expected that the uploaded images have been compressed using JPEG algorithm by OSNs. This method 

is feasible to distinguish different social network origins; but the performance is not satisfactory 

especially when the quality of the uploaded image is high. Further, all of the experiments in this 

method were only based on grayscale images. In this work, we propose an image origin identification 

method by exploiting the unique traces left by the OSNs. It has been observed that almost all the 

existing OSNs apply various operations to the uploaded images, e.g., compression and enhancement 

filtering, to save storage cost or improve the perceptual quality. These peculiar platform-dependant 

operations inevitably leave traces on the images, making the origin identification achievable. To this 

end, we first conduct a comprehensive study on the manipulations that various OSNs perform on 

uploaded images. Here, we consider four representative OSNs: Facebook, Twitter, Flickr, and Wechat 

Moments. Based on the knowledge of these operations, we design a feature vector and eventually train 

a multi-class SVM classifier for identifying where these online images come from. Extensive 

experimental results are provided, showing that the proposed method achieves very high accuracy of 

image origin identification, and outperforms the state-of-the-art work. 

 

II. DETECT THE IMAGE PROCESSING MECHANISM OF VARIOUS OSNS 

As mentioned above, almost all the existing OSNs apply various operations to the uploaded 
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images [11], [12], [13]. To reveal the original platform of an image, it is very important to know how 

the OSN manipulates the uploaded images. In this work, we focus on four representative OSNs: 

Facebook, Twitter, Flickr and Wechat Moments. Although some previous work (e.g. [12], [13]) 

investigated this problem, they only gave a rough assessment or focused on one platform. Here, we  

give a systematic investigation about these four representative OSNs in terms of their image processing 

mechanisms. The manipulations that OSNs apply to the uploaded images can be categorized into the 

following types: 1) resizing, and 

2) JPEG compression, and 3) peculiar enhancement filtering. Resizing It is observed that most OSNs 

perform resizing when the resolution of the upload image is too large. To know the maximum tolerable 

resolution, we upload a series of images of different resolutions    to    OSNs,    and    compare    with   

the corresponding downloaded versions. We observe that for Facebook, Twitter, when both the length 

and width dimensions are less than 2048 pixels, the image resolution remains intact. Otherwise, 

resizing is conducted. For Wechat Moments, this resolution threshold triggering resizing is 1024×1024. 

The resizing operation in Flickr is relatively complex. It provides the original sized image to the users; 

but also provides several resizing scheme with the threshold of 2048, 640, 240 or 150 pixels. JPEG 

Compression For the four representative OSNs, all the uploaded images are subject to a round of JPEG 

compression. It is observed that all the compressions are applied in YUV color space with the 

subsampling mode 4:2:0 on Facebook, Twitter and Wechat Moments and 4:4:4 on Flickr. The 

quantization tables used in Facebook, Twitter and Wechat Moments match exactly with the ones 

included in the International JPEG Group standard[14] while the tables used in Flickr are applied slight 

variations compared with the standard one. This property makes Flickr easy to be identified from 

others. Peculiar Enhancement Filtering To improve the viewing experiences, most OSNs apply 

additional enhancement filtering on the uploaded images. This can be proved by implementing exactly 

the same JPEG compression as the downloaded one(ensure no resizing) on the original uploaded image. 

When comparing the locally processed image with the downloaded version, the traces of extra 

processing are obvious. Unfortunately, we find that it is very challenging to know such enhancement 

filtering exactly, as they are applied locally and are highly adaptive. 

 

III. PROPOSED SYSTEM 

 

In this proposed system, classification system to distinguish among images. Another interesting topic in 

the source identification task is about to distinguish among various classes of devices (e.g scanned 

images, photos, computer generated) extracting some robust and characterizing features. A method to 

identify photos created by different sources without any type of previous knowledge is proposed 
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suggesting a blind clustering of  the different source. The explosion in the usage of social network 

services enlarges the variability of image data and presents new scenarios and challenges in the source 

identification and classification task. 

 

 

 

 

 

Figure 1.1 Proposed System Architecture 

IV. IMPLEMENTATION OF PROVENANCE IDENTIFICATION IN OSN 

1. User verification 

 

User verification is used by social network to ensure that users provide information that is 

associated with the identity of a real person. 

2. Image duplication 

 

(i). Find similar photos 

 
It looks for similarities in different photos and easily finds duplicates as well as images of the 

same pixels. 

(ii). Find resized and rotated photos 
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Duplicate picture find can identifies resize pictures, rotated photos, edited images, cropped and 

flipped photos taken using different camera settings. 

3. Access post 

 

( i ) update profile information 

 

User can update their profile information like username, to ensure security they are allowed to 

change password accordingly and user can update their profile picture as to the trend. 

( ii ) post information 

 
User can post their interests in the wall where others can able to know the user interest and get 

reviews from them. 

4. Source find 

 

Thousands of images were to be automatically posted on each platform and then to be downloaded to 

viably perform experimental tests for sn provenance identification. 

5. Image origin classification 

 

The definition of a technique based on such features which by resorting at trained classifiers is 

able to identify the social platform of provenance. 

6. Friend search 

 

It may easy way to find their same interest of their friends. 

Three social factors, (i).personal interest, (ii) interpersonal interest similarity,  and (iii) 

interpersonal influence. 

(i). Location based recommendation 

 

Based on the location specific by the user people belong to that location will be recommended. 

This module allows to finding friends based on the specific landmarks. 

Algorithm (i) 

• Input: A social network SN, an integer k. 

• Output: A clustering of SN into clusters of size ≥ k. 

1) Choose a random partition C = {C1,...,CT} of V into T := ⌊ N/k0⌋  clusters of sizes either k0or k0+ 

1. 

2) For n = 1,...,N do: 
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a) Let Ctbe the cluster to which vn currently belongs. 

    For each of the other  clusters, Cs, s  t, compute  the difference in the information loss, ∆n:t→s, if vn 

would move from Ctto Cs. 

b) Let Cs0 e the cluster for which ∆n:t→sis minimal. 

c) If Ct is a singleton, move vn from Ct to Cs0 and remove cluster Ct. 

d) Else, if ∆n:t→s0< 0, move vnfromCtto Cs0. 

3) If there exist clusters of size greater than k1, split each of them randomly into two equally-sized 

clusters. 

4) If at least one node was moved during the last loop, go to Step 2. 

5) While there exist clusters of size smaller than k, select one of them and unify it with the cluster which 

is closest. 

6) Output the resulting clustering. 

 

Explanation: 

 

In this algorithm can avoid the loss of information. For example, if we have huge number of data means 

there may be a chance to loss of information. Due to this algorithm can extend the size of gridview if the 

data is so large. This would be used in the home page of our project. 

 

Algorithm (ii) Secure computation of sums 

 

• Input: Each player m, 1 ≤ m ≤ M, has a private input vector am∈Zd p. 

• Output: a ∑M m 1am. 

 

1) Player m selects M random share vectors am,ℓ 

∈Zd p, 1 ≤ ℓ ≤ M, such that∑M ℓ 1am,ℓ am mod p. 

 

2 )Player  m sends am,ℓ to the ℓth  player,  for  all 1 ≤  ℓ m ≤ M. 

3 ) Player   ℓ,   1   ≤   ℓ   ≤   M,   computes   sℓ  ∑M  m 1am,ℓmod p. 

4) Players ℓ, 2 ≤ ℓ ≤ M, send sℓto the player 1. 

 

5 )Player 1 computes a ∑M ℓ 1sℓmod p  and broadcasts it. 

V. Implementation 

    For detailed implementation of open social network has been described the following figures. OSN 

platform is shown in fig 5.1. 
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Fig 5.1 OSN Platform 

 

New user creation in OSN is shown in Fig5.2 

 

 

Fig 5.2 New user creation 

In Fig 5.3, OSN gives us an opportunity to search a friend by their name and gives them a friend request 
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Fig 5.3 Send friend request 

In fig 5.4(i), OSN allows to text and in fig 5.4(ii) shows that user can send images to a friend. 

 

 

Fig 5.4(i) Send message to a friend 

 

 

Fig 5.4(ii) Send images to a friend 
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VI. CONCLUSION 

 

Finally, a novel methodology is proposed to distinguish images coming from different social networks. 

Allow a distinction among the processing suffered by the images when uploaded on a specific social 

network. By conducting an in-depth study on various OSNs, a powerful multiclass SVM classifier can 

be designed to determine the image origin. The definition of a technique based on such features which 

by resorting at trained classifiers is able to identify the social platform of provenance and also to detect 

the quality factor before uploading. Future works will be focused on more efficient ways of extracting 

quantization tables. We also would like to extend our method to more platforms such as Instagram and 

Google+. 
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