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Abstract— Nowadays crime activities have increased in almost all areas, but this paper only focuses on who performs illegal 

activities within the organization. A user may perform insider and phishing attacks in the organization. A legitimate user of an 

organization may try to login in the administrator id, and then perform some illegal activities. Due to these activities, sensitive 

data can be modified or corrupted. Identification of illegal user’s behavior is very difficult within the organization.  The scope 

of this work is to analyze the log files, to filter out the user profiles of those who are involved in suspicious activity and to detect 

the suspicious activity of the user. In any organization, huge amount of log files is being generated, log management system 

helps in making important decisions. Although, a lot of log management system exists, but they either fail to scale or are costly. 

This paper demonstrates the working of ELK stack and compare it with Splunk. ELK stack contain many useful features for 

log analysis. Elasticsearch performs Indexing, storage and retrieval engine.  Logstash is used as a Log input slicer and Dicer 

and output writer while Kibana performs Data visualization using dashboards. 
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                                          I.INTRODUCTION 

        System administrators should have great knowledge about the current trend of attacks and its behavior trails of the 

attacks, then only they could maintain an organization more secure and prevent the problem.  April 2017 cyber-attack 

statistics[7] says that 74.1% cybercrime activities happened on internet and 21.2% activities were of cyber espionage 

activities, it means using a computer network to access the confidential information and mainly targeted on government 

sector. 3.5% were hackactivism activities, it means unauthorized access to private file with  the organization[7].  1.2% 

were cyber warfare, it means using computer technology to disturb the state or organization.   These are the reasons 

behind the motive of the attack. Attacker activities are  now rapidly detected using ELK stack[9,10]  to analysis and detect 

illegal activities in the organization.  

        Log management system[9] deals with a huge amount of computer generated log records. There is a lot of  the 

process involves such as  log collection, centralized aggregation, long-term retention, log analysis, logs searching and 

reporting.  The analysis of these logs not only helps the organizations  in  their decision making, but also in improving 

their security and  services.  An insider attack is a one of the  malicious attack  on a computer system by a user with, 

authorized system access and perform some illegal activities [14].  For example: legitimate user impersonation as an 

administrator. Phishing attack[13] is a one kind of attack and its attempt to obtain confidential  information such as credit 

card details, account holder name, passwords often for malicious reasons, these are issues in  trustworthy entity in an 

electronic communication [15].  Some phishing e-mails also contains malicious or unwanted software that can track your 

activities or slow your computer. For example: Creating a fake website and inserting it within the legitimate webpage. 

 

II. ELK STACK 

     ELK stack is a set of three components, they are, Elasticsearch, Logstash and Kibana [10]. Although, Logstash and 

Elasticsearch can work separately, the three components are designed to be used as an integrated solution, currently 
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referred to as the Elastic Stack [9].  A fourth components called Filebeats was subsequently added to the stack as a 

lightweight shipper that sends data from edge  devices to Logstash. These components are available in open sources and it 

provided by Elastic company. Fig.1 gives descriptive overview of the working process of ELK Stack. Logstash collect 

data from filesbeats then which is transferred to the Elasticsearch.  It creates indexes for data after visualizing the data. 

 

 

Fig. 1 Architecture of ELK Stack 

 

A. Logstash 

    Logstash is a bottom of the ELK stacks and it is an open source component available in the cloud.  Logstash[9] used to 

collect all log files with the help of Filebeat. It ingests data from multiple sources simultaneously, transforms it, and then 

ships it to elasticsearch.  In Fig. 2 describe the three stages of pipeline performed for each event. 

 
Fig. 2 Three stage pipeline of Logstash 

 

     In the first stage, there is an input plugin which allows to handle a specific input stream. Logstash supports a variety of 

input types (Listing 1) and allows to capture events from all common data sources.  In the second stage, the filter (Listing 

1) can be mutated to alter it, remove dispensable data or add additional information. Logstash provides plugins for many 

different data operations. Filters are often applied conditionally and can perform complex operations. For example, with 

Grok filter it is possible to extract data from a string field containing text with known patterns. In the third stage, when 
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output data, Logstash supports a large amount of destination types. Usually, all process are sent to Elasticsearch, but 

Logstash can be performed  independently to save data to a CSV file or  SQL database. 

     Logstash and Elasticsearch output plugin accepts only specified  index pattern[12]. To split data into multiple 

Elasticsearch indexes, at index pattern is a string that can match multiple Elasticsearch indices. This  automatically 

redirects document to proper index based on its content or timestamp. 

 

Listing 1. Logstash configuration 

B. Elasticsearch 

         Elasticsearch is in middle of ELK stack and it is an open source component available in the  cloud. Logstash send 

data to Elasticsearch, it retrieves data, then create the index (Listing 2) for the data. Elasticsearch[9] allows to control and 

monitor all aspects of a cluster configuration. It provides endpoints to perform retrieve, update, delete and create 

operations on stored data over HTTP API calls. Elasticsearch can be used like any other NoSQL data store. Elastic given 

wrappers for the Application Programming Interface  in popular programming languages such as DOT Net, Java, Groovy 

and .NET.  Data retention mechanism is required, it is recommended to split data into multiple index's base on timestamp. 

Delete operation is performed on whole index.  

                                                          PUT ‘http://localhost:9200’ 

 

Listing 2. Index template 
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C. Kibana 

      Kibana  is a top of ELK stack and it is an open source components available in the cloud. It was mainly designed as a 

visualization platform for Elasticsearch. It provides web-based interface for analyzing, search and view data stored in 

Elasticsearch cluster.Visualization  of Kibana  is divided into 4 main parts[10] - Discover, Visualize, Dashboards and 

Management.  

       Management part of Kibana internally can be configured and it is a place where index patterns must be set. If create 

index patterns will have time-base events it is also needed to specify the timestamp field based on which Kibana will filter 

and sort data. kiabana, based on the set of indices which fulfill the selected index pattern, shows the list of index fields 

together with their properties and types. In addition, it is possible to alter field formatters to modify how the field value is 

displayed in Kibana GUI. 

       Discover part allows to analyze pure data entries and browse interactively.  Elasticsearch are categorizing based on 

Index patterns defined in Management part. They can be easily filtered and searched by document properties or by time 

using Apache Lucene query syntax.  

 

                                                        III.SPLUNK 

     Splunk is a commercial software for data analysis platform. It is used in many fields such as communication, security, 

hospital, education. Splunk provides a powerful User Interface (UI) and users can use their own UI configuration[16]. 

More than 12,000 customers in enterprises, service providers and governments in over 110 countries use Splunk 

solutions in the cloud and on-premises. Gartner says that Splunk[17] is selected as the leader of SIEM in 2016 Gartner 

Magic Quadrant for consecutive 4  years. Although Splunk has many merits, its pricing plan is burdensome for 

enterprises. As shown in Table 1, the pricing is calculated based on daily data volume. Even though the contract is made 

based on 1GB data volume in cheap rate, as the data size is getting increased, the new contract is necessary and the 

pricing is getting big burden for Splunk clients. 

 

                            
 

Fig. 3: Splunk price plan 

 

V.RELATED WORK 

  Tarun Prakash, et al., [1] Internet penetration rate is going more complex, large amount of log files is being 

generated, which contains hidden data having enormous value. To unlock the hidden returns, log management system 

helps in making decisions[18].  Nowadays lots of log management exists, but they either are costly or fail to scale. These 

work [1] demonstrates the working of ELK ecosystem, i.e. Elasticsearch, Logstash and Kibana combine together to 

efficiently provide an interactive, analyze the log files and easily understandable insights. In this paper performed the 

Geo identification of users based on the access logs using ELK stack, They have used a little amount of log data set just 

to demonstrate the usability of ELK stack. It is cost effective and had a huge active contributor base which makes it more 

competitive as compared to other products for log management activities. 
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Andrei Talaş, et al., [2] Elasticsearch has a more advantages because definitions can be changed at any time, while in 

other traditional approaches definitions must be created before transferring the information and if a definition must be 

changed, they require retransmission of data.  ELK Stack, also offers great performance in collecting, processing, 

searching or analyzing large volumes of data[11]. In their paper using two data sets on traffic accidents and earthquake 

data are used to analysis the performance of CPU usage, search rate, search latency. 

Sung Jun Son, et al., [3] This paper compares to performance analysis and execution time for  ELK stack and Splunk. 

ELK stack can be a powerful tool for security log analysis and also it is an open source product compared to the other 

log analysis tool which are high cost.  It is freely available and easily understandable to work and analysis large amount 

of data within a particular period[19].  ELK stack can provide support many languages (Java, Python, Curl, etc.) to work 

with any platform, but Splunk has lots of restrictions and it is a commercial product. Splunk has a price plan list based on 

that pay to use product.  

  

Fadi Thabtah, et al., [4] Phishing websites are used to retrieve sensitive data for users and information that are      used   

to modify valuable data. Traditional approaches use C4.5 Algorithm to create rules. Each URL has five parts (Protocol, 

Sub-domain, Resource name, Top-level domain, File path) that are used to create rules. These rules are used to identify 

the phishing websites and avoid attack activities.  Rule 1, length of the URL is less than 54 character then that is a 

legitimate website otherwise called phishing website. Rule 2, domain name part contains ‘@’ symbol that is a phishing 

website.  Rule 3, domain name part contains ‘_’ symbol that is a phishing website.  These rules are generated with C4.5 

algorithm. 

Sven Kohler, et al., [5] within the organization it very difficult to identify attack activities and without legitimate 

knowledge attacker can perform some illegal activism.  Sometimes legitimate user also performs illegal operation to hide 

them from organization. Logic-rule-based static analysis approach used to automatically identify the insider attack and 

also identify how many ways to perform attack activities[20]. This algorithm more effectively identifies the insider 

attacker of the organization. 

 

V.METHODOLOGY 

 

 

 
Fig. 4: User Profiling 
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Fig. 5: Correlation of Log files 

 

     In Fig. 4 and Fig. 5 describe user profile by correlation of log file[8]. Sys log, Auth log, web log merges to make the 

user profile. Based on login, timestamp, process id the proposed architecture perform the correlation operation[6]. Fig. 6 

gives descriptive overview of working process. Filebeats is used to collect all logs, then shipping to the Logstash 

Management System (LMS) [21]. It collects all log files with the help of Filebeats, then apply the filter.  Elasticsearch 

perform a filter operation and pattern matching algorithm are used to find the suspicious Traffic IP. Kibana is used to 

visualize data in graph and snapshot, etc.  

                                       
 

Fig. 6 :Overall Architecture 

 

VI.EXPERIMENTAL RESULTS 

     We built an analysis system for the large amount of volume security log using ELK stack and compared its performance 

with that of a commercial product, Splunk. In hardware specification, a CPU is a 2 core processor with CPU of 3.30 GHz. 

Memory is 8GB and Windows 7 is installed. In software’s view, Elasticsearch-5.1.1, Logstash-5.1.1, Kibana-5.1.1 and 

Java-8 are used. 
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Fig. 7 : Create an index pattern with help of Elasticsearch 

 

Fig. 7 describes the index pattern creation with the help of Elasticsearch. In browser, localhost:5601 show 

visualization of data.  First, we have created the index pattern for data based on that we have visualized the data. 

 

 
Fig. 8 Retrieve logs from Elasticsearch 

 

Fig. 8 describes the way to retrieve the log files from Elasticsearch.  Once created an index pattern for data that is used 

to retrieve the entire log from elasticsearch is created. 
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Fig. 9 Frequently login IP address. 

 

Fig. 9 shows frequent login, IP address. A legitimate user only login per day once or more than two, based on that 

analysis the most frequently login, IP address that user may  perform the insider attack. 

 

 
 

Fig. 10 Frequently Login User Proflie 

 

Fig. 10 depicts frequently login profile. Based on the most frequent login, IP address will collect relevant timestamp 

and URLs.  
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VII.  CONCLUSION 

     We have suggested open source platform, ELK stack, to build a large security log analysis system for small or 

medium sized enterprises. It cuts the concerns about the installation cost of commercial products in the beginning stage 

and it makes startups free from the effort of building their own log analysis system with primitive Hadoop and 

MongoDB, etc. ELK stack shows similar or better performance in searching for particular security logs which matches 

specific conditions. In addition, ELK solution provides various kinds of visualization tools which are useful for security 

administrators. So, ELK stack can be a powerful  security log analysis tool with acceptable performance compared to 

high cost commercial product as proved from our investigation results. 
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