
EXCHANGING SECURE DATA IN CLOUD
USING FILE CRYPTOGRAPHY AND

QUICK RESPONSE OTP
S.Jennifer Christy ,V.Krishna, K.Kumarazhagan ,M.Hari Prasanna, A.Ashiq Khan
Department of Computer Science and Engineering ,K.Ramakrishnan College of Technology.

Abstract -Dangerous growth in the quantity of passwords for online applications and encryption keys for outsourced
stockpiling of information far surpasses client’s administration farthest ranges.In addition to these sections, outsourcing keys
(counting passwords and information encryption keys) to professional secret key managers (fair but inquisitive specialist
organizations) bring various customers into consideration.In any case, current structures in the traditional situation of
outsourcing information can not satisfy the three accompanying security prerequisites for outsourcing of keys:
1)Confidentiality and key protection; 2)Personality quest assigns attached to keys; 3)Owner's controllable approval of their
popular keys.Cloud Key Bank was the principal in this paper putting together key administrative structure that contributes
toward all three of the above objectives.Under our structure, encryption implemented with least spillage of data can be
performed by the key proprietor with protection and controllable approval.We propose an additional deterministic arbitrary
piece generator (DRBG) and Triple DES (3DES) calculations to actualize Cloud Key Bank productively.Our test results and
protection assessment show the achievement of effectiveness and safety targets all around.
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1.INTRODUCTION

Conveyed stockpiling is directly getting popularity since it offers a versatile on-ask for data outsourcing organization
with connecting with focal points: mitigation of the weight for limit organization, far reaching data access with zone
opportunity, and avoiding of capital utilization on hardware, programming, and individual frameworks of help, et cetera. The
new data outlook encouraging company also brings new security threats to customer data ahead of time, thereby influencing
individuals or businesses to feel uncertain about implementing it.It is seen that data proprietors lose ridiculous power over the
predetermination of their outsourced data; therefore, the data's accuracy, transparency and trustworthiness are put at risk.On
one viewpoint, the cloud benefit is widely viewed with a wide range of internal / external opponents who may malevolently
remove or reject customer data; on the other hand, cloud authority groups can behave misleadingly, attempting to mask data
mishap or leakage and ensuring that records are still viably stored in the cloud for purposes of credibility or cash.In ordinary
data outsourcing situations, however, existing game plans can not reach the going with three security requirements for
outsourcing keys at the same time. Along these lines it looks good for consumers to know a positive trend of conducting
regular reviews of their outsourced data and ensure that their data is properly stored in the cloud to make certain.Until now,
numerous instruments dealing with the confidentiality of outsourced data without an adjacent copy have been proposed under
various framework and security models. It is seen that data proprietors lose ridiculous influence over the future of their
outsourced data; this puts the data's accuracy, transparency and respectability at danger.

Cloud computing is a general term for something that includes the delivery of services accessed over the Internet.
Cloud service differentiates from conventional hosting by three distinct features. It's sold on demand-allowing the cloud
customer the freedom to self-sufficiently supply the IT services, it's elastic-which means a user can have as much or as little
service at any given time as they want will the service be entirely operated by the company-the user requires nothing but a
personal computer and access to the Internet. Many key cloud features are calculated utilization and robust computing. In
calculated using cloud keep track of the usage of its IT services and the user just has to pay for what they are actually using.
Cloud distributes scalable implementations of the services over physical locations for robust computing.

The main service-oriented cloud computing models include Infrastructure as a Service(IaaS), Application as a
Service(PaaS), and Software as a Service(SaaS). Data storage is an essential cloud computing tool that allows data owners to
transfer data from their local computer systems to the cloud. The physical storage covers several servers and locations.
Providers purchase or lease computing space from individuals and organizations to store data about end users, organisations, or
applications. Cloud storage has several benefits over conventional data storage: freedom from the database management burden,
universal location-independent data access, and avoidance of equipment, software, and staff maintenance capital expenditures.
It also allows for the open sharing of data with others. Moving data to an off-site storage network operated by a third party
(cloud service provider), where data owner has no power, poses many data protection privacy challenges — the risks of
unauthorized release of confidential data by service providers, data integrity-validity of outsourced data due to internet-based
data storage and data management.

Cloud computing revolutionizes all of our industries, including the health care industry. Cloud computing systems
offer major advantages compared with earlier data processing methods, such as the availability of automated tools to compile,
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link, customize and reconfigure virtualized resources on request. This make it much easier to achieve organizational objectives
because cloud services can be easily implemented by organizations. The paradigm shift that follows the adoption of cloud
computing, however, is increasingly giving rise to security and privacy issues concerning aspects of cloud computing such as
multi-tenancy, confidence, loss of control and accountability. Therefore, cloud platforms that manage sensitive information are
expected to implement technological measures and organizational protections to avoid breakdowns in data security that could
result in huge and costly harm.

Cloud computing confidential information includes data from a wide variety of specific fields and disciplines. Health
data is a common example of the type of sensitive information managed in cloud computing environments and it is clear that
most individuals would want safe health-related information. In recent times, however, with the introduction of these emerging
cloud technologies, privacy and data security standards have developed to protect individuals from surveillance and disclosure
of databases

.
2. EXISTING SYSTEM

A strategy which has been proposed to meet clashing necessities is concurrent encryption whereby the encryption key
is normally the aftereffect of the hash of the information section. Although simultaneous encryption is by all accounts a decent
possibility to accomplish privacy and deduplication in the meantime, it experiences shockingly different definitely understood
vulnerabilities like lexicon assaults: an aggressor who can find or anticipate a document can infer the possible encryption key
without much of a stretch and confirm whether the record is now put in the space.

Touchy production in the quantity of passwords for computer applications and encryption keys for outsourced stockpiling of
knowledge much surpasses consumer ranges of administration.Outsourcing keys (counting passwords and sensitive encryption
keys) to professional secret key directors (legitimate and inquisitive expert co-ops) draws various customers into consideration
along these lines.

2.1 Survey

A. The Hunt to Replace Passwords: A Comparative Evaluation System for Web Authentication Schemes

To review several years of proposal to swap service passwords for universally usable site customer confirmation using
a detailed arrangement of twenty-five user-friendliness, deployability and security benefits that a perfect plan can
provide.Additionally, the scope of the proposal we study includes secret key administration programming, mixed
authentication protocols, interactive watchword plans, subjective confirmation plans, one-time passwords, phone-supported
plans and biometrics tokens. Core bits of information on the difficulty of supplanting passwords are prompted in detailed
approach.This program is not just about offering all the benefits it needs it even has the complete arrangement of advantages
that inheritance passwords offer as of now.In particular, there are a wide variety of policies providing minor security benefits
beyond heritage passwords, to those offering critical security benefits as a by-product of being more expensive to send or more
difficult to use.Infer that numerous scholarly recommendations have neglected to pick up footing since specialists think about a
sufficiently wide variety of true limitations from time to time.Our system gives a theory of assessment and a framework for
potential site validation recommendations after our analysis of current plans.

B. Questions ON Information ENCRYPTED-PRACTICAL TECHNIQUES

Store information on data storage servers, such as mail servers and document servers in encoded form, is attractive to
minimize security and protection hazards.In any case, this suggests more often than not that one needs to forfeit safety
usefulness. For example, if a customer wants to retrieve only archives containing those terms, it was not already understood
how to allow the information stockpiling server to play the search and answer the question, without sacrificing the
confidentiality of information.We depict our cryptographic plans for the issue of looking at encoded information and giving the
subsequent crypto frameworks proof of reliability.The methods have specific favorable conditions important to them.They are
provenly secure: they offer proven mystery to encryption, since the untrusted server can't get the hang of anything about the
plaintext just given the figure's content; they give seclusion of inquiry to searches,Implying that the untrusted server cannot get
a hang of much more about the plaintext than the query item; giving a controlled look, so that the untrusted server cannot scan
a self-assertive word without the approval of the client;Furthermore, they reinforce secret queries, so that the client can reach
the untrusted server to search for a mystery word without uncovering the server term.The calculations shown are simple, quick
(for a longitudinal archive n, the encryption and inquiry calculations just need O(n) stream figure and square figure activity),
and pose no overhead space and correspondence and are now convenient to use today.

C. Open key encryption with check by keyword

Most diagrams, I've been talking about the problem of searching for information encoded using an open key
structure.Think client Bob sending email to client Alice scrambled under open key from Alice. An email door needs to
test if the email includes the "dire" watchword with the intention of running the email in the same way.Alice, then again,
doesn't want to allow the portal to unscramble each of its messages.Characterize and create an instrument allowing Alice
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to give the portal a key that empowers the door to check if "pressing" is a catchphrase in the email without picking up
anything else about the email.

We allude to this method with catchphrase quest as a Public Key Encryption. Consider as another example a mail server
which stores various messages freely encoded by others for Alice.Using our Alice instrument, you can send a key to the
mail server that will allow the server to discern all messages that contain some particular catchphrase, but get nothing
else hanging.To characterize the idea of open key encryption with the inquiry of catchphrases and to give some
developments.

Determination

Your figures will rely on the type of figure as characterized in the "Kinds of Figures" area for the best possible
determination.Pictures of the creator, shading, and grayscale should be no less than 300dpi. Lineart, even tables, should
be at least 600dpi.

D. Mysteriously different encryption based on a leveled character (without irregular prophets).

A personality-based cryptosystem has been available which highlights entirely mysterious figure writings and
various leveled key designations.

To give evidence of safety in the standard model in the light of the mellow decision Linear multi-sided consistency
assumption in bilinear meetings.The frame is skillful and handy, with little size figure writings straight in the depth of
pecking order.Techniques include scrambled knowledge search, fully private communications and so on.Our results
solve two open issues concerning unknown personality-based encryption, our plan being the first to offer proven
namelessness in the standard model, despite being the first to recognize completely mysterious HIBE in the pecking
order at all levels.

E. Predicate encryption that endorse disjunctions, polynomial equations, and internal products.

Predicate encryption is another paradigm for open key encryption which sums up personality-based encryption in
addition to other stuff.Mystery keys refer to predicates and figure writings are related to properties in a predicate encryption
conspire; the mystery key SK compared to a predicate f can be used to unscramble a figure content related to characteristic I if
and only if f(I) = 1.Developments of such proposals for specific classes of predicates are currently known. We establish such a
predicate plan as compared with the evaluation of inward items over ZN (for some huge number N).It, therefore, empowers
innovations where predicates refer to (among others) the evaluation of disjunctions, polynomials, CNF / DNF formulae, or
edge predicates.Apart from filling in as a huge advance in the predicate encryption hypothesis, our results prompt various
applications that fascinate in their own particular right.

Security Issues in Cloud Computing

Multi-tenancy:

Multi-tenancy refers to sharing between various individual users of physical devices and virtualised services. Using such
arrangement means an intruder may be on the same physical machine as the target. Cloud providers use multi-tenancy features
to create infrastructure that can scale effectively to meet the needs of users, but resource sharing makes it easier for an attacker
to access the data of the target.

• Loss of Control:

Loss of control is another possible security risk that can occur when customers are storing data, software, and services at the
cloud provider's own premises. Because users do not have clear control over their data, this enables cloud providers to conduct
data mining over user data, which can lead to security problems. However, as the cloud providers back up data at various data
centers, users can not be sure that their data will be absolutely destroyed anywhere when their data is removed. This probably
leads to misuse of unerased data. In these types of situations where customers lose control of their data, they see the cloud
provider as a black-box where the resources can not be controlled directly.

• Chain of Trust in Cloud:

Trust plays an important role in attracting more customers by offering guarantees on cloud providers. Cloud users rely on cloud
providers to use trust mechanisms as an alternative to giving users clear control over their data and cloud services, owing to
lack of control. Cloud providers therefore create trust among their customers by ensuring that the operations of the service are
accredited in compliance with the requirements and organizational safeguards.

SOLUTIONS FOR SECURITY
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Authentication and Authorization

A credential classification and a framework for analyzing and developing credential management solutions which include
strategies for assessing the complexity of cloud ecosystems. This study defines a collection of categories applicable to cloud
authentication and authorization that concentrate on infrastructural organization that includes credential classifications, and
adapts those categories to the cloud context. The study also summarizes important considerations that need to be taken into
consideration when implementing or designing an authentication and authorization solution – for example, defining the specific
specifications, categories, programs, implementation models, lifecycle, and entities.

Identity and Access Management

The essential functionalities of identity management systems relating to customer satisfaction for cloud performance. The
authors also present a cloud federation authorisation scheme using Shibboleth-an open source implementation of the language
of the security assurance markup (SAML) for single sign-on with various cloud providers. This approach shows how
organizations, using an identity management system, can outsource authentication and authorization to third party clouds.

Confidentiality, Integrity, and Availability

A secure storage network to maintain confidentiality, honesty, and write-serializability using verifiable proof of third-party
violation. Personal keys which are revealed only to the data owner who is to be authenticated maintain confidentiality. The
principal concept behind Cloud Proof is to use the framework for attestation. Attestations offer evidence that consumers, data
owners and cloud service providers are in good health. Data proprietors use a block identifier to obtain a block content. This
method helps users to store data by putting a block identifier and block contents in the cloud. The attestation framework
implements a solution for performing integrity checks via signature verification called "block hash." The block hash provides
proof of write-serializability using a forked sequence of attestations while a chain hash is used for a broken chain of
unsequenced attestations.

Security Monitoring and Incident Response

A flexible centralized cloud monitoring system that uses a centralized management tree covering all the protocol-specific data
collection parameters. The data acquisition is done by different implementations of the handler for each data provider at the
infrastructure level. Data providers provide cloud applications, virtualization libraries, and OS-level management tools for
interoperability. The authors review the shortcomings of current intrusion detection systems and discuss intrusion detection at
the VM level as an evolving field of cloud environments for securing VMs. The specifications for an effective cloud
infrastructure intrusion detection system – including multi-tenancy, scalability, and availability – are defined, and a framework
for VM introspection detection is proposed through a hypervisor.

Security Policy Management

The policy compliance related issues in heterogeneous distributed environments. The authors propose a mechanism to support
flexible implementation of policies and a feedback system using rule- and context-based access control to notify cloud users
about the impact of specified policies. There are three key criteria for creating a system for general implementation of policies.
First it will accept different types of data, such as image, organized and textual data. Second, several computing engines such
as Map / Reduce, relational database management systems, or clusters need to be built in a distributed environment. Lastly,
access policy criteria with respect to access control policies, data sharing policies, and privacy policies need to be combined
with the general policy structure. Several policy enforcement mechanisms (such as extensible access control markup code, or
inline reference monitors to implement user-centric policies in compliance with cloud provider approval).

Privacy-Preservation for Sensitive Data in Cloud Computing

An number of security and privacy problems that cloud computing faces. Many issues facing cloud computing environments
include lack of user access, lack of training and skills, unauthorized secondary use, difficulty of regulatory enforcement,
transborder data flow constraints and litigation. The authors identify genomic data privacy issues in the cloud including terms
of cloud provider services that are not built with a healthcare perspective, patient knowledge to upload their data into the cloud
without their permission, multi-tenancy, data management, data protection and transparency. The authors also offer data
proprietors recommendations when using cloud provider services.

"Security outsourcing" where owner of a database changes the database over time on untrusted servers. This concept implies
that without allowed entry, data base clients and untrusted servers can not know anything about the contents of the databases.
The authors introduce an indexing mechanism on the server side to create a framework that allows a single database owner to
privately and efficiently write data to an outsourced database, and multiple database clients to privately read data from.

3. PROPOSED SYSTEM
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In our undertaking, we conform to the inborn security exposures of joined encryption and suggest cloud deduction, which
preserves the combined favorable deduplication and merged encryption circumstances.

The reliability of Cloud Deduplication depends on its new technologies, which characterizes a metadata administrator
and an extra server, notwithstanding the fundamental stockpiling supplier: The server adds an extra encryption layer to prevent
understood assaults against attached encryption, thus ensuring the protection of the information; then again, the metadata
supervisor is capable of a key management errand, because square level deduplication involves the retrieval of a colossal number
of keys.The simple deduplication is therefore performed at the piece stage, and we characterize a successful key administration
part to keep away from customers to store one key for each square. Cloud Key Bank was proposed as the main link between the
key administrative structure that corresponds to all three of the above objectives. Under our program, the key proprietor has been
proposed to perform defense and controllable approval Base64 calculation for discharge key formation and AES calculation for
encoding and unscramble our test results and security check shows that the efficiency and safety goals are highly achieved.

Advanced Encryption Standard(AES)

CALCULATION

THE ADVANCED STANDARD, OR AES, IS A SYMMETRIC SQUARE FIGURE PICKED BY THE U.S. GOVERNMENT TO
ENSURE ARRANGED DATA AND IS EXECUTED IN PROGRAMMING AND EQUIPMENT ALL THROUGH THEWORLD
TOENCODE INFORMATIONDELICATE.

AESHIGHLIGHTS

THE CHOICE PROCEDURE FOR THIS NEW SYMMETRIC KEY WAS OPEN EXAMINATION AND REMARK; THIS
GUARANTEEDANEXHAUSTIVE, STRAIGHTFORWARD INVESTIGATIONOF THE SUBMITTEDOUTLINES.

NIST decided that the current propelled encryption standard measurement must be a piece figure equipped to handle 128 piece
squares using keys calculated at 128, 192 and 256 bits; other parameters to be chosen as follows:

• Security: Competing assessments were to be judged on their ability to resist attack when compared with other figures
submitted, however the most important element in the opposition was to be regarded as security efficiency.

• Cost: The optimistic estimates were to be tested on analytical and memory abilities, expected to be discharged under a
worldwide, non-exclusive and sovereignty-free concept.

• Implementation: The calculation adaptability included the algorithm and execution quality to be assessed; the
reasonableness of the calculation to be actualized in the equipment or programming; and the relative effortlessness of use in
general.

How AES encryption works
AES contains three square figures: AES-128, AES-192 and AES-256. Each figure encodes and unscrambles information in
pieces of 128 bits utilizing cryptographic keys of 128-, 192-and 256-bits, individually. The Rijndael figure was intended to
consider extra square sizes and main lengths but those capacities were not provided for AES.
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Fig -1: AES Encryption

Base64
Base64 encoding is used to translate parallel information into a content-like structure that allows it to be transmitted safely in
situations that can handle content only.Using cases to encode UID's for use in HTTP URLs, encode encryption keys and
testaments to make them safely usable via email, view them in HTML pages, and reorder them.Base64 is infrequently likewise
referred to as PEM, which remains for Privacy-improved Electronic Mail.

Base64 was used there to restore printable content after double email information was produced in the process of email
encryption.

How It works:

Base64 encoding takes the first double information and works on it by isolating it into three byte tokens. A byte consists of
eight bytes, so that Base64 takes 24bits entirely. Then, these 3 bytes are converted from the ASCII format into four printable
characters.

The initial step is to take the three bytes (24bit) of double information and split it into four six-bit quantities. Because
the ASCII standard characterizes the use of seven bits, Base64 uses just 6 bits (compared to 2 ^ 6= 64 characters) to ensure that
the encoded information is printable, and none of the unique characters used in ASCII are used.The name Base64 of the
calculation is derived from the use of these 64 ASCII characters. The ASCII characters used for Base64 are the numbers 0-9,
the letters in order 26 lowercase and 26 capitalized characters with two additional '+' and '/' characters.
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Fig -2: Architecture Diagram

C.Result

This system offers answers for meet and beat the accompanying three security necessities for keys outsourcing

1) Deduplication over Highly secured document encryption and decoding for Confidentiality and protection of information
and keys utilizing AES Algorithm.

2) Database Encryption and Decryption to secure the information proprietor's Privacy and File chief utilizing Base64 Crypto
Algorithm.

3) OTA – One Time Access - Owner controllable approval over information proprietor's shared documents and keys.

4) QR Code-A QR code uses standardized encoding modes to efficiently store data;

MODULES

1. Data Owner Management

2. Encrypted File Upload

3. Data Manager and Decrypt Data

4. Confidential Sharing

5. Database Security

Data Owner Management:

Every user must register him-self. All the details regarding user such as his personal data, company name, present working
areas will be stored into database. If any data owner needs a cloud space they can send a space request to cloud manager. That
User Request (cloud space request) sends to cloud manager. The security will send a secret key to user for metadata file.

Encrypted File Upload:
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After getting secret key for metadata, now user have to upload an original file with metadata and then file will be encrypted
using AES Algorithm. Now user gets an encrypted file and user can store the file into cloud using secret key. The user can
view the encrypted file (stored file) from cloud stored space.

Data Manager and Decrypt Data:

When user needs a file then the user has to send a file request to file manager for download a file. Then file manager sends the
file to user after receiving the file, user decrypt the file and then only user can read the file

Confidential sharing

In this module, file decryption will be accessed in secured. When the user about to download the file, OTP will be send to
particular user’s mail id in QR form. When QR OTP matches, file will be decrypted, Otherwise , it will exit.

Database Security:

Database Security is effectively applied in the system model by Converting all data inputs details into encrypted data and then
store as encrypted data in database will be secured and protected from attackers. Base64 Encryption and Decryption Algorithm
is used for this security.

Quick Response Code

Quick Response Code is the brand of a type of barcode matrix (or two-dimensional barcode) originally intended for the
Japanese automotive sector. A barcode is an optical mark readable by computer, containing information about the object to
which it is attached. A QR code uses four standardized encoding types (numeric, alphanumeric, byte / binary) to efficiently
store data; extensions may also be used.

The QR code system has become popular outside the automotive industry thanks to its easy readability and greater storage
capacity compared to standard UPC barcodes. Requirements include inventory monitoring, object recognition, time tracking,
handling paperwork, general marketing and much more.

A QR code consists of black modules (square dots) arranged in a square grid on a white background, readable by an
imaging system (such as a camera) and processed using Reed – Solomon error correction until the image can be properly
interpreted. The required data is then extracted in both horizontal and vertical components of the image from patterns present.

AES ALGORITHM

 The AES algorithm must be a block cipher capable of handling 128-bit blocks using 128, 192 and 256-bit keys; other
requirements to be chosen as the next advanced standard encryption algorithm must include:

 Security: Competitive algorithms were to be judged on their ability to resist attack relative to other ciphers submitted,
while safety performance was to be considered the most important factor in competition.

 Cost: The candidate algorithms were to be evaluated on computational and memory efficiency in order to be published
on a global, nonexclusive, and royalty-free basis.

 Implementation: Including the versatility of the algorithm; suitability of the algorithm to be implemented in hardware
or software; and, overall, relative simplicity of implementation.

4. CONCLUSIONS

Overseeing encoded information with deduplication is imperative and critical by and by for accomplishing an effective Cloud
stockpiling administration, particularly for Big Data stockpiling. To proposed a down to earth plan to deal with the encoded
Big Data in Cloud with deduplication in light of proprietorship test and PRE. This plan can adaptably bolster information
refresh and imparting to deduplication notwithstanding when the information holders are disconnected.

Scrambled information can be safely gotten to in light of the fact that lone the approved information holders can acquire the
symmetric keys utilized for information decoding. Broad execution investigation and test demonstrated that this plan is secure
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and productive under the portrayed security display and extremely appropriate for Big Data deduplication. The consequences
of our PC reproductions additionally demonstrated the practicability of our plan. Email Notification to information proprietor
when there is copied information being transferred by other information holders and notice to information proprietor and
information holder when the record is transfer and download.
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