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Abstract 

Cyber security issues have been increasing despite security mechanisms in place associated 

with information systems. Traditional cryptographic algorithms provide security to data. 

However, end to end security with dynamically changing attack modes is challenging. 

Moreover, configurations made in a network for security are often static and deterministic. 

Thus cyber attackers are constantly striving to launch attacks. A modern solution to this 

problem is the usage of Moving Target Defense (MTD). MTD enables dynamic security 

configurations in a network with dynamic encryption schemes in order to ensure that the 

adversaries will not be able to plan and succeed in making cyber-attacks. In this paper, we 

proposed a framework and the underlying methodology to ensure that there is dynamic 

encryption scheme along with dynamically changing network configurations in order to 

defeat attacks. The proposed system is part of MTD that ensures that attackers fail to succeed 

in launching attacks. A prototype application is built to simulate the network with proposed 

MTD scheme to demonstrate proof of the concept. The experimental results revealed that the 

proposed scheme is capable of protecting network from cyber-attacks.  
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1. INTRODUCTION  

In this paper, we investigated a MTD mechanism for safeguarding networks using dynamic 

encryption schemes along with changing network configurations. Prior to giving information 

on the proposed scheme, here are some preliminaries that deal with the security basics. 

Security is traditionally provided in the form of cryptography. Cryptography is the science of 

dealing with security of the networks or information systems. It is of two types basically. 

They are known as symmetric encryption and asymmetric encryption. The former uses same 

key for both encryption and decryption mechanisms while the latter uses different keys.  

 

 

Figure 1:Illustrates symmetric encryption mechanism 

As presented in Figure 1, the plain text is encrypted with a security key. After getting cipher 

text, at the destination, the cipher text is decrypted with the same key. The problem with this 

approach is that the key needs to be transferred as plain text. Otherwise, the destination node 

or the receiver cannot decrypt it. This key sharing provides security issues.  
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Figure 2:Illustrates asymmetric encryption mechanism 

As presented in Figure 2, it is evident that both encryption and decryption operations are 

carried out with different keys and those keys are pre-shared to recipients or dynamically 

established. Therefore, the key sharing problem is overcome with this approach. However, 

the two approaches lead to security vulnerabilities with weak human links. To overcome this 

problem, in this paper, we proposed a dynamically changing scheme based on cryptography 

DES. It is made as part of MTD which is the game-changing approach that ensures that the 

attackers will not succeed as the security scheme and the network configurations are 

dynamically changing. This is the reason why this approach is known as MTD. MTD has 

three aspects involved. They are known as dynamic defence, active defence and flexible 

defence. Our contributions in this paper are as follows.  

1. A framework is proposed with underlying mechanisms to achieve an improved 

MTD model.  

2. An algorithm is proposed for dynamically changing configurations and 

encryption scheme to ensure an effective MTD.  

3. A prototype application is built as custom Java simulator to demonstrate proof 

of the concept.  

The remainder of the paper is structured as follows. Section 2 reviews literature on MTD and 

security of information systems. Section 3 presents the proposed solution along with a 

framework and algorithm. Section 4 presents experimental results while Section 5 concludes 

the paper and gives directions for future scope of the research. 
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2. RELATED WORK 

This section throws light on the review of literature. In [1] different cyber threats are explored 

along with the possible MTD for better defence mechanism. In [2] a game theory is proposed 

in order to have a better security solution to safeguard information systems. It also provides 

different adversary models. In [3] MTD is explained and it covers the application of the same 

for computers. In [4] an MTD approach is explained for cloud based applications. In [5], a 

security architecture is developed for secure communications that is cloud based solution. In 

[6] MTD is studied for web based applications as there are web related applications 

prevailing. Similar kind of research for web applications is made in [7] while the concept of 

dynamic and modern cryptography is investigated in [8]. Different security principles and 

practices and cryptography are provided in [9]. In [10] timing attacks are explored with two 

kinds of security primitives. 

In [11] DES algorithm is studied including its analysis and improvement. In [12], there are 

many improvement processes used on top of the DES. It also covers the implementation 

details. In [13] also there is further improvement and implementation in DES. Linear network 

and coding is studied in [14] for providing better security. A network coding approach is 

explored in [15] for distribution secret key. Network coding approach is employed for mobile 

applications in [16] for making a lightweight security scheme. In [17] cryptography in 

modern era is investigated with different approaches. In [18] different concepts are provided 

for understanding basics. Network coding approaches are explored in [19] and [20] for better 

security. From the literature, it is understood that MTD based solution provides better 

security to information systems.  

 

3. PROPOSED SYSTEM  

We proposed a solution based on MTD in the form of the proposed framework presented in 

Figure 3. The aim of the framework is to have dynamically changing networking 

configurations and dynamic DES scheme that is light weight in nature as part of the proposed 

MTD. The proposed solution confuses adversaries and they cannot launch cyber-attacks 

when MTD is in place.  
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Figure 3:Framework based on MTD philosophy 

The strategy of attacker is understood and decisions are made. An entropy technique is used 

in order to provide dynamic security. The Sibson entropy as provided in Eq. 1 and Eq. 2 

detects reconnaissance.  

𝑃𝑖
𝑗  𝑚𝐸𝐼 = 𝑚𝐸𝐼𝑘   𝑚𝐸𝐼𝑘

𝑁𝑓𝑎𝑖𝑙

𝐾=1  
−1

                                             (1) 

𝐷𝑠 𝑃𝑡−1
𝑆𝑟𝑐  𝑚𝐸𝐼 ,𝑃𝑡

𝑆𝑟𝑐  𝑚𝐸𝐼                                                             (2) 

When the attacker’s strategy is non-reconnaissance there is possibility of exploiting different 

reconnaissance approaches such as blind and half-blind for protecting systems.  The entire 

network space is modelled and the attacker’s strategy is understood. However, with MTD in 

place, attackers do not succeed in making attacks. By using entropy method, it is possible to 

know attacker’s plans as provided in Eq. 3 and Eq. 4.  
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=
1

2
 𝐷𝑖 𝑃𝑡−1

𝑆𝑟𝑐  𝑚𝐸𝐼 ,𝑃𝑆𝑟𝑐  + 𝐷𝑖 𝑃𝑡
𝑆𝑟𝑐  𝑚𝐸𝐼 ,𝑃𝑆𝑟𝑐                              (3) 

𝑁𝑓𝑎𝑖𝑙
𝑖 −𝑁𝑓𝑎𝑖𝑙 /𝑚𝐵𝑀𝐿

(𝑚𝐵𝑚𝐿)2/12
<  −𝛿𝑐ℎ𝑎𝑢𝑣𝑒𝑛𝑒𝑡                                                                (4) 

It is essential to have a dynamic scheme with complete randomness that will be able to defeat 

attacks launched by adversaries. The proposed scheme uses dynamic encryption approach 

that is based on DES. The procedure is shown in Figure 4.  

 

Figure 4:Dynamic encryption process that is part of MTD 

The proposed scheme is based on dynamic encryption and changing network configurations 

that defeat efforts of attackers in making attacks. The cyber security is essential to safeguard 

systems. Cyber security promotion in the country is the intention of National Cyber Safety 

and Security (NCSS). The probing process in the proposed system is shown in Eq. 5.  

𝐷𝑠  𝑃𝑡
𝐷𝑠𝑡  𝑚𝐸𝐼 ,

𝑁𝑓𝑎𝑖𝑙

𝑚𝐵
′ 𝑚𝐿

′  =
1

2
 𝐷 𝑃𝑡

𝐷𝑠𝑡 𝑚𝐸𝐼 ,𝑃𝑡
𝐷𝑠𝑡  +  𝐷  

𝑁𝑓𝑎𝑖𝑙

𝑚𝐵
′ 𝑚𝐿

′ ,𝑃𝑡
𝐷𝑠𝑡              (5) 

The Eq. 6 and Eq. 7 are used to compute probability of malicious reconnaissance.  

𝑤𝑚𝑅  ,𝑚𝐿 = 𝐶𝑚𝑅 ,𝑚𝐿  ,𝑆𝑚𝑅 ,𝑚𝐿                                                              (6) 

 

𝑆𝑚𝑅 ,𝑚𝐿 = 1 − 𝑓  𝑃𝑗
𝑎  ,𝑃𝑗                                                                (7) 

The proposed system used 0.75 as smoothing coefficient in order to have an optimal mutation 

period. It is reflected in Eq. 8 and Eq. 9.  
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𝑇𝐸𝑀𝑃
𝑡+1 = 𝑚𝑎𝑥  𝛼𝑇𝐸𝑀𝑃

𝑡 𝑑

𝑛𝑓𝑎𝑖𝑙
𝑡 +  1 − 𝛼 𝑇𝐸𝑀𝑃

𝑡 , 2𝑅𝑇𝑇                                      (8) 

𝑇𝐸𝑀𝑃
𝑡+1 = 𝑇𝐸𝑀𝑃

𝑡 + 𝑡𝑑
′                                                                                                (9) 

The strategies are followed by analysing attacker’s plans to launch attacks. Thus MTD 

provides superior performance when compared with the existing methods. An algorithm 

named Dynamic Encryption based MTD (DE-MTD) is proposed and implemented.  

Algorithm: Dynamic Encryption based MTD (DE-MTD)  

Input: plain text s 

Output:Cipher texts’ 

1. Start 

2. Vector V is initialized for maintaining binary rows 

3. Vector M is initialized for low dimension binary matrix  

4. The s is converted to binary row vector V 

5. Encryption is made on V to obtain V’ 

6. Outer layer encryption is made on V’ to obtain M 

7. Final cipher text is generated using M to obtain C 

8. Updated C dynamically to obtain C’ 

9. Finally returnC’ 

10. End 

Algorithm 1:Dynamic Encryption based MTD 

As presented in Algorithm 1, the input given to is plain text and the output is an encrypted 

cipher text. However, the process followed is not traditional approach but it involves dynamic 

configurations and dynamic encryption process.  
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Figure 5: Shows the custom simulator with Router functionality simulated 

As presented in Figure 5, the router is showing that N14 has been attacked and forcibly tried 

to stop. It shows the simulation environment with different network domains and dynamically 

changing configurations.  

 

Figure 6: Shows the runtime dynamics of the prosed scheme 

As presennted in Figure 6, it is shown that there are compromized nodes or malicious nodes 

identifed. The data is being flown dynamicaly even in the presence of attacks as the attacker 
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wiill not succeed in making attacks. The dynamic nodes keep moving although the attacker 

tried to stop that flow of moving nodes. 

 

Figure 7: Destination node receiving information 

As presented in Figure 7, the destingation node is able to receive data correctly even in the 

presence of attacks made. The rationale behind this is that the attackers will not succed due to 

the prence of dynamically chancing configurations and dynamic encryption paradigm 

implemented.  

 

4. EXPERIMENTAL RESULTS  

This section provides the results of experiments made with the propsoed MTD scheme. The 

custom simulator is used to evaluate the system. The empirical results are shown in Figure 8 
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and Figure 9. 

 

Figure 8:Results in terms of throughput 

As presented in Figure 8, the workloads used for experiments are provided in horizontal axis 

and the total throughput measured in KBPS is shown in vertical axis. Different workloads 

provided different throughput. The results revealed that the throughputs achieved indicate the 

security even in the presence of attacks.  
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Figure 9: Results in terms of delay 

As presented in Figure 9, the workloads used for experiments are provided in horizontal axis 

and the total throughput measured in KBPS is shown in vertical axis. Different workloads 

provided different throughput. The results revealed that the throughputs achieved indicate the 

security even in the presence of attacks.  

 

5. CONCLUSION AND FUTURE WORK 

In this paper, we focused on developing a framework and algorithm or realizing an MTD 

based solution to protect networks and information systems from cyber-attacks. It is a novel 

and game-changing approach. Instead of traditional cryptographic primitives, the proposed 

system uses dynamic encryption scheme that is made on top of DES along with dynamically 

changing network configurations. This will show that the adversaries will not be able to plan 

and launch cyber-attacks when there is MTD in place. With MTD solution, the security is 

enhanced to the network and there is no possibility of making attacks. The proposed 

algorithm is used to implement the solution. The framework is implemented as a custom 

simulator made using Java programming language. The simulator demonstrates the proof of 

the concept with different encapsulations pertaining to MTD. The experimental results 

revealed that the proposed MTD is able to provide higher level of security. This is achieved 

with the proposed dynamic encryption scheme along with heterogeneity and network 

configurations and their dynamic nature. In future, we intend to improve it in the context of 

Internet of Things (IoT) applications for providing fool proof security.  
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